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[dentity Threat Protection for OCI

Identity Threat Protection (ITP) for OCI goes beyond traditional "point-in-time" security to deliver
continuous detection and response across the entire customer journey. It specifically neutralizes the most
sophisticated threats targeting modern applications, bots, credential theft, and session hijacking without

adding friction for legitimate users.
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BEFORE LOGIN DURING LOGIN
Bot Protection Enhanced Breached
76% of organizations face bot attacks'. Credential Detection
Login and signup pages are prime real Over 60% of breaches involve
estate for atta.ckers looking to scrape compromised credentials®. Leverage
data or commit promo abuse. Replace specialized intelligence that identifies
frustrating puzzles wijch thg invisible stolen data directly from criminal
“Okta Challenge,” which silently blocks communities before it even hits
automated attacks while remaining the dark web.

computationally expensive for bad actors.

NOW GENERALLY AVAILABLE

Eligibility: Available for OCI customers on Okta Identity Engine (OIE).
Continuous, invisible defense against bots, breaches, and hijacking
across the customer journey.

About Okta

Prevent session hijacking
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v Uses session token
to attempt login

Threat actor captures
session cookie

AFTER LOGIN
Prevent Session Hijacking

With over 94 billion cookies leaked last
year, valid sessions are a major blind spot®.
ITP continuously monitors active sessions,
detecting sudden changes in IP addresses,
device context, or behavior (such as
Impossible Travel). When a threat is
detected, instantly trigger Universal

Logout to kill the compromised

session(s) across all applications.

Ready to secure
your customer journey?

Contact your Okta account team
to get started today.

Okta, Inc. is The World’s Identity Company™. We secure ldentity, so everyone is free to safely use any technology.
Our customer and workforce solutions empower businesses and developers to use the power of Identity to drive security,
efficiencies, and success — all while protecting their users, employees, and partners. Learn why the world’s leading brands

trust Okta for authentication, authorization, and more at okta.com.

1. Bot Wars: How Bad Bots are Hurting Businesses, Fastly 2024
2. Verizon Data Breach Investigation Report 2025

3. Nord Security. (June 5, 2025). From 54 billion to 94 billion: Cookie theft skyrockets as hackers exploit your browser.
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