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However, safe deployment depends on ironclad identity security, which many nonprofits 
were still scrambling to achieve. And most sobering of all, fraudsters began targeting 
nonprofits with broad, large-scale attacks, to the point where the sector has now become 
the most attacked of all industries. Here's a snapshot of 2025's key trends: 

Fraudsters are targeting nonprofits at an astonishingly high rate. Two years ago, the 
ratio of threats to authentications was 2.6%. Last year it was 18%. This year it was 78%­

nearly four out of five attempted authentications to nonprofits were fraudulent, making 
nonprofits far and away the most-attacked sector. 

This year's fastest-growing apps focused on business basics, not security. When we 
look at all industries, 50% are security-focused. Not so for nonprofits: This year, just like last 
year, the ten fastest-growing apps are mainly focused on collaboration and business 

services, with just one security app among them. 

High-assurance, phishing-resistant authentication is growing fast. Continuing a trend 
of the last few years, nonprofits have been busily upgrading their low-assurance 
authentication factors for higher-assurance ones like Okta FastPass. Two years ago, just 
28% of nonprofits were using higher-assurance factors; today it's nearly half. 

Nonprofits are leveraging Al to reduce human workloads. Around the world, agentic Al is 
helping nonprofits perform repetitive tasks and analyze large datasets. Today, adoption is 
slower among nonprofits than other sectors, and the Al they're adopting is often a built-in 
function of third-party software solutions rather than a standalone strategic investment, 

for now. 

But there are significant concerns about governing Al activity. When considering the 
challenges of Al, 46% of nonprofit leaders cite governance and oversight as their top 
concern-a number that rises to 57% when considering agentic Al in particular. The sector 

wants the efficiencies that Al promises, but is leery of agentic Al's potential to do harm. 



https://www.techsoup.org/




https://www.okta.com/resources/whitepaper-identity-maturity-for-nonprofits-practical-steps-and-solutions-for-every-stage/thankyou/
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https://www.humanitarianleadershipacademy.org/news/75-percent-of-humanitarians-now-use-ai-regularly-yet-fewer-than-one-in-ten-work-in-an-organisation-where-ai-is-widely-integrated/
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https://nethope.org/programs/the-center-for-the-digital-nonprofit/
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As philanthropic organizations explore how to leverage the power of Al to amplify 

their missions, they must also come to terms with the expanded threat landscape it 

represents. Standing up virtual armies of Al agents that can act autonomously on 

behalf of human users (or other agents) gives agentic workflows the power to 

scale. But it also transforms the traditional security paradigm, especially since Al is 

also helping attackers perfect their phishing and scale their attacks. A single 

compromised, over-entitled identity can now become a launchpad for a wide 

range of automated attacks, making strong identity and access management (1AM) 

more critical than ever. 

In Okta's recent survey of nonprofit leaders, it was clear that this danger is top of 

mind. Fully 69% of survey respondents now call 1AM important to the successful 

adoption of Al. This section explores the growing challenge for nonprofits: to shore 

up foundational security and close any identity management gaps, while 

simultaneously adopting the advanced, continuous identity verification models 

required to safely manage Al agents and proactively mitigate rising threats. 

https://www.okta.com/blog/ai/securing-nonprofit-impact-with-ai-agents/
https://www.okta.com/blog/ai/securing-nonprofit-impact-with-ai-agents/
https://identitymanagementinstitute.org/identity-threats-reshaping-cybersecurity/
https://identitymanagementinstitute.org/identity-threats-reshaping-cybersecurity/
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https://page.techsoup.org/hubfs/Downloads/AI-Usage-Policy.pdf
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https://nethope.org/toolkits/ai-governance-and-the-nonprofit-sector-mapping-the-missing-middle/
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Our survey found that many nonprofits are already piloting and experimenting with Al 

agents, with a majority in the early phases of exploration. 13% are actively deploying Al 

agent solutions, 39% are piloting/experimenting, 16% are exploring/researching, and 

23% are considering future Al agent adoption. 

These forward-looking investments signal a shift in priorities: Nonprofits are actively 

exploring their ability to empower Al agents to act on their behalf, to achieve new 

efficiency and productivity gains to help scale their missions. This section explores 

how organizations are using agents today and the identity-centric security challenges 

they must address to unlock agentic Al's full potential. 











https://solutionsreview.com/identity-management/identity-security-predictions-from-industry-experts-for-2026-and-beyond/
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