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Securing identity

e advent of agentic.
marks a pivotal moment
for organizations of all

Inds, and nonprofits
are no exception.

As philanthropic organizations explore how to leverage the power of Al to amplify
their missions, they must also come to terms with the expanded threat landscape it
represents. Standing up virtual armies of Al agents that can act autonomously on
behalf of human users (or other agents) gives agentic workflows the power to
scale. But it also transforms the traditional security paradigm, especially since Al is
also helping attackers perfect their phishing and scale their attacks. A single
compromised, over-entitled identity can now become a launchpad for a wide
range of automated attacks, making strong identity and access management (IAM)
more critical than ever.

In Okta’s recent survey of nonprofit leaders, it was clear that this danger is top of
mind. Fully 69% of survey respondents now call IAM important to the successful
adoption of Al. This section explores the growing challenge for nonprofits: to shore
up foundational security and close any identity management gaps, while
simultaneously adopting the advanced, continuous identity verification models
required to safely manage Al agents and proactively mitigate rising threats.
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Our survey found that many nonprofits are already piloting and experimenting with Al
agents, with a majority in the early phases of exploration. 13% are actively deploying Al
agent solutions, 39% are piloting/experimenting, 16% are exploring/researching, and
23% are considering future Al agent adoption.

These forward-looking investments signal a shift in priorities: Nonprofits are actively
exploring their ability to empower Al agents to act on their behalf, to achieve new
efficiency and productivity gains to help scale their missions. This section explores
how organizations are using agents today and the identity-centric security challenges
they must address to unlock agentic Al's full potential.
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