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California State University, Long Beach

Okta Provides a Single Sign-On System to Simplify
Authentication for Students

California State University, Long Beach

is one of the 23 schools in the public
California State University system. Founded
in 1949, CSULB is one of California's largest
universities by enrollment, with 37,065
students. CSULB offers 82 baccalaureate
majors, 67 master’'s degrees, 4 teaching
credential programs (including 10 single
subject areas), and 4 doctoral degrees. In
the 2019 U.S. News & World Report rankings
of regional public universities in the West,
CSULB is number three.
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INITIAL CHALLENGES

In July 2013, CSULB’s Enrollment Services
department requested an application that
would make it easier for students to securely
access their school resources. At the time,
students had to log in separately to each
system (e.g., enrollment, advising, financial
aid), and the repeated authentication
disrupted students’ workflow. The Enrollment
Services department hoped the Division of
Information Technology could build or find a
solution that would enable students to log in
to a single sign-on (SSO) portal to access all
their applications and services in one place.

CSULB's IT division met with various
departments to identify requirements for an
ideal SSO solution and determined that it
would have to support various authentication
mechanisms, including Shibboleth SSO

and Lightweight Directory Access Protocol
(LDAP) authentication. Further, an imperative
voiced by more than one department was
that each authentication method needed

to remain unchanged for users who want to
continue to authenticate directly through
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the individual application. This would
prevent previously created bookmarks and
links for the logins from being broken after
implementation of the new solution.

IT met with SSO providers Onelogin and
Ping, but Okta was the most confident vendor
in its ability to integrate with CSULB's existing
Shibboleth environment. The CSULB team
and Okta worked out how they would create
the authentication token on the Shibboleth
side, ensuring the applications already
integrated with Shibboleth would remain
unchanged and still work with Okta SSO.

IMPLEMENTATION AND
SHIBBOLETH INTEGRATION

CSULB began their implementation of
Okta SSO in February 2014, leveraging
Okta Professional Services, who worked
with CSULB IT via phone calls. A Shibboleth
developer helped with the integration
between Okta and Shibboleth, which was
the most challenging part. Okta initially
suggested CSULB set up two separate
Okta instances. After initially establishing
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one system as the Shibboleth IdP (identity
provider) and a second system as a Shibboleth
SP (service provider), they found the session
was being lost between the two systems.
They eventually solved this problem by
installing the Shibboleth IdP and SP on

the same system. Jesse Santana, Director
of System and Web Services at CSULB,
worked closely with Okta Professional
Services to complete the integration and
implementation by March 13, 2014.

Since CSULB'’s implementation, Okta

has hired a Shibboleth expert who has
updated the architecture to enable
Shibboleth to integrate with Okta directly.
Rearchitecting the environment with the
new direct integration has cut the number
of authentications required in half. In

the previous environment, each user
authenticated to both Okta and Shibboleth,
but now only one authentication per user
takes place.

BEST PRACTICES

A best practice for CSULB is to ensure any
new application added to the institution’s
environment supports Shibboleth and is
certified by InCommon Federation. CSULB
also wrote a script that leverages the Okta
APl to perform REST (Representational
PRICING State Transfer) calls once a month to check
for inactive accounts. If an account has not
been used in the past 30 days, the license is
deactivated, but the account is not purged.
When an account is deactivated, a student
can still return, log in, and be reassigned a
license, and all the student’s applications
remain unchanged when they reactivate.
This deactivation process keeps CSULB

CSULB was one of Okta's first higher
education customers, and, with about
37,000 students, it was too expensive for the
school to leverage Okta's standard per-client
licensing model. Instead, Okta devised a
new pricing model to fit CSULB’s budget
that priced student licenses at about
one-fifth of the cost of the institution’s
employee licenses. CSULB now has about
60,000 licenses for their environment.

below their license count.
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OUTCOME

According to Santana, students, faculty, and
staff have found Okta to be user-friendly.
Those who want to log in the way they

did before Okta's implementation can still
access the same links with no change in
their previous user experience. Meanwhile,
those who use the Okta SSO portal enjoy
the convenience of logging in to one place
to access multiple applications. Help desk
calls related to access have gone down.
About 102 active applications in the CSULB
environment currently leverage Okta.
Support for Okta is maintained by a CSULB
engineer who also manages storage and the
Shibboleth servers; the Okta maintenance
only takes a small portion of his time.

Santana also reports that Okta has provided
excellent support through its ticketing
system and responds immediately. CSULB
has noticed only a few short outages (lasting
two to three minutes each) in over three
years of using Okta. In the near future,
CSULB plans to implement Okta MFA with
its Okta SSO solution for applications that
handle level-one data.
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ABOUT THE TAMBELLINI GROUP

The Tambellini Group is the world's leading independent technology
research and advisory firm dedicated exclusively to higher education.
Tambellini offers direct interaction with the top industry analysts

and provides custom, data-driven advisory services. The company's
proprietary database of more than 19,900 global institutions’
technology selections and nearly 67,000 listings is unparalleled in
the industry. Members leverage Tambellini's unbiased research on
the changing education technology landscape to make fact-based
decisions and achieve key strategic goals. Founded in 2001, Tambellini
is a woman-owned business headquartered in Irvington, Virginia.

www.thetambellinigroup.com
800-414-3405
P.O. Box 685, Irvington, VA 22480
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This report contains confidential, proprietary and trade secret
information by The Tambellini Group, LLC. Unauthorized distribution
is strictly prohibited. All rights reserved. No portion of this report and
strategic analysis may be reproduced, given, lent, resold or disclosed
in whole or in part without the written permission of and attribution
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and use the report. You may print and use this report inside your
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school, organization or company license. You may not distribute this
report, in whole or part, to others outside of your institution, school,
organization, or company unless you have specifically licensed the
rights to distribute the report for external use. The Tambellini Group
offers no specific guarantee regarding the accuracy or completeness
of the information presented, but The Tambellini Group makes every
reasonable effort to present the most reliable information available.
The Tambellini Group assumes no liability for errors, omissions or
discrepancies in the information contained in this report.

The research for this report is not sponsored, and The Tambellini Group
relies on fees from its Peertelligent” and Market Insights™ subscription
services for publication. As such, The Tambellini Group issues each
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or service marks of The Tambellini Group, and may be registered in the
U.S., other countries or both. Other third-party trademarks or service
marks are property of their respective owners.
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DISCLAIMER

The Tambellini Group does not recommend or endorse any vendor
solutions for higher education. The Tambellini Group is an independent
research firm without sponsors or ties to vendors. The Tambellini Group
provides selected information about vendors based on research. The
Tambellini Group makes every effort to validate all of the information
presented in this report and performs all research in good faith. The
Tambellini Group relies on publicly available information, interviews
with higher education institutions and vendor feedback in order to
prepare and publish reports which contain timely and helpful points
of interest. By using information in this report, you acknowledge that
you do so at your own risk. No information contained in this report
shall create any warranty or liability. You should obtain any additional
information necessary to make an informed decision prior to taking
any actions related to the material in this report.

You assume all responsibility in connection with selecting a vendor
solution, whether or not you obtained information about such solution
through this report. The Tambellini Group and its officers, contractors
and affiliates assume no (and hereby disclaims all) responsibility of
any kind, for any advice, treatment or other services rendered by any
vendor or for any other claims that may arise directly or indirectly from
such advice or other services.

THIS REPORT IS PROVIDED ON AN “AS IS” AND "AS AVAILABLE"
BASIS, AND IS INTENDED FOR INFORMATIONAL PURPOSES

ONLY. WHILE WE STRIVE TO PROVIDE THE MOST UP TO DATE
INFORMATION AVAILABLE, THE REPORT MAY CONTAIN TECHNICAL
OR OTHER INACCURACIES OR TYPOGRAPHICAL ERRORS, AND MAY
BE CHANGED OR UPDATED WITHOUT NOTICE.

WAIVER OF WARRANTIES. THE TAMBELLINI GROUP MAKES

NO REPRESENTATIONS OR WARRANTIES WITH RESPECT TO THE
REPORT AND ANY AND ALL THE TAMBELLINI GROUP SERVICES
PROVIDED TO YOU. THE TAMBELLINI GROUP HEREBY EXPRESSLY
DISCLAIMS ANY AND ALL WARRANTIES, WHETHER EXPRESS,
IMPLIED, OR STATUTORY, INCLUDING WITHOUT LIMITATION,
ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS

FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT, AND ANY
WARRANTIES CONCERNING THE AVAILABILITY, RELIABILITY,
COMPLETENESS, AND/OR QUALITY WITH REGARD TO THE REPORT
AND ANY AND ALL THE TAMBELLINI GROUP SERVICES PROVIDED
TO YOU.

The terms in this report will be governed by and interpreted in
accordance with the laws of the Commonwealth of Virginia, without
regard to the conflict of laws and rules thereof, and may be amended
only in a writing signed by The Tambellini Group. You agree any
violation of the trade secret provisions herein may cause irreparable
harm and damage to The Tambellini Group. For this reason, you agree
The Tambellini Group may seek injunctive relief for your breach, in
addition to other remedies at law or in equity, without having to prove
damages or post bond. In all court proceedings brought in connection
with this report and/or The Tambellini Group's services provided to you,
the parties hereto irrevocably consent to exclusive personal jurisdiction
by, and venue in, the courts of the City of Richmond, Virginia and the
United States District Court for the Eastern District of Virginia.
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