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Something that you know: Something that you have: Something that you are:
e.g: Passwords and Security e.g: OTP tokens, mobile e.g Biometric authentication
Questions phones like FacelD, TouchlD

Factor Types
Assurance

Behavioral
Attributes
Assurance

Something that you do: Something about you:
keystrokes, swipe Passive behavioral
biometrics like Locations,
device, travel, time of day
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Biometric Authentication

Best User Experience

e Most secure

e (Good user experience
options

e Hardware dependency

® Requires secure

enrollment
Passwords
Less secure
Poor user experience Passwords + 2FA (OTP)
User familiarity e More secure
Support password e Poor user experience
managers

e Some factors are stronger
than others

e Some level of user
familiarity

e Some hardware
dependency

Best Assurance
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Factor Sequencing

Edit Rule

IF  User'sIPis

AND Behavioris

THEN Continue to
Authentication

AUTHENTICATION

Okta Verify Push

L Additional Authentication Security Strength

Okta Verify Push Only
Strong

None
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WebAuthn

WebAuthn

RP APP Server
App calls for FIDO

Authn through FIDO Authentication

Relying Party

browser* .

Application
W3C Standard: Browser
Web Authentication
JS API*

. . FIDO Server
Platform Option 2:
External Authenticator

Option 1. Client To Authenticator
On-device Int | Protocol*
Authenticator* Aternd

Authenticator 6 Q @
¥ T X
(o]

*FIDOZ2 Project

--- Metadata
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Assurance Levels

O Email Magic Link

e Embed
authentication link
in email

e |everage validated
email address

e FEasyto deploy and
adopt

e |deal for infrequent
login scenarios

( Factor Sequencing

Chain two higher
assurance factors

Build assurance
models based on risk

Eliminate most security
risks

WebAuthn

Standards driven
passwordless auth

No transmitting of
credentials/OTP

Secure against
phishing, man-in-the
middle,
man-in-the-browser
attacks

Better user experience

Support external and
platform
authenticators

Chain with
email-credential-link to
solve for bootstrap
problem and
non-compliant devices

Factor Types
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