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m Okta flDERTE
(1) 7FUT—=>3 >0l
1. https:// (BT RAA>4%) .okta.com/ (C7OtRL. EREEROI-—F—DI1-H—%
BELWRT—READLT, U120 ] Z2O0UvIUET,

2. B+ RAZ1—® Applications > Applications ZiERULFET,

okta Q_ search
Dashboard ~
Overview Status
Dashboard
Usars @ Groups SSO Apps Okta service Agen
Tasks 2 0%
No groups added  Operational Noags
1 25 rou 3
MPOort Zroups
Notifications
Updated at 8 Nov, 23:00
Getting Started
Directory ~ Tasks
Applications ~
Type Items Description
All done! No new tasks
Self Service
Security v Org changes View all Security Monitorin

3. [Browse App Catalogl Z#2Jw 2O UZET,

Q search...

okta

Dashboard v
Directory . iz Applications
Applications ~ as . .
Developer Edition provides a limited number of apps.
Applications Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your organization.
Self Service
Create App Integration Browse App Catalog Assign Users to App ] [ More ~ ]
Security v
Workflow v Search

4. BZTRYIXT [cybozul THREL. BRFER(CERRENSD [Cybozu (cybozu.com)] =T Uw
IUFEY,

#; Browse App Integration Catalog

CATEGORIES

All Integrations
Analytics

Apps for Good

7316

685

13

Collaboration and Productivity 1359

Developer Tools
Directories and HR Systems

Data Privacy and Consent

Management
Identity Proofing

Identity Governance and

Administration
CRM and Marketing
Security

Social Login

Zero Trust Ecosystsm

646

392

745

750

60

NTEGRATIONS

Cybozu (cybozu.com)

Playbook
Cybsafe
Cyberator
Cybereason

See All Results

@ DAV
Slack
AML. SWA, P g

et L Ve oo
Zoom Microsoft Office 365
SAML, Provisioning SWA, WSFED, Provisioning



5. [Add] 20UvOULZFET,

Oy’ cybozu

Cybozu (cybozu.com)

Overview Capabilities

Overview

Cybozu.com is the collective name for a series of cloud services provided by Cybozu, Inc. The integration with Okta

helps administrators to setup SSO for the following 4 services, Kintone: Business application platform that allows

Categories

Collaboration and Productivity

Capabilities
SAML

Support
2 https://cybozu.co.jp

users ta quickly and painlessly build the apps they need for their businesses. Cybozu Office:

Comprehensive groupware solution for emall & medium-sized businesses that combines an established schedule

sharing functionality with other features (e.g. Message Board, File Management System, Email) into one seamless

package. Garoon: Groupware solution for large & medium-sized enterprises that is a centralized business portal to

streamline cross-organizational information sharing and better leverage your data by integrating with other products.

Mailwise: Email client that displays incoming emails to all team members and centralizes the management of

previous correspendence, to greatly improve the efficiency in your organization.

6. [Domain Name] (CEHAT D cybozu.com D RA1>%BZE AN L. [Donel Z0UwoOUZE
9., (URL A https://sample.cybozu.com/MDiHE(E [sample] EAADLTLEELY)

o General Settings

2 Add Cybozu (cybozu.com)

General Settings * Required

Application label

Domain Name

Application Visibility

Cancel

Cybozu (cybozu.com)

This label displays under the app on your home page

el

Your Company Domain Name. For example, if you log in to

https://acme.cybozu.com, enter acme.

Do not display application icon to users

Do not display application icon in the Okta Mobile App

Oy’ cybozu

General settings

All fields are required to add this

application unless marked optional.



(2) cybozu.com & DIEHLRIE
1. [Provisioning] #7%&R L. [Configure API Integration] 2w UEY,

Cybozu (cybozu.com)

Oy’ cybozu .
[v View Logs Monitor Imports

General Sign On Mobile Import Assignments

Settings

Integration
Cybozu (cybozu.com): Configuration Guide

Provisioning Certification: Okta Verified
This provisioning integration is partner-built by Cybozu

Contact partner support: hitps:/cybozu.co.jp/customer/inquiry/

Provisioning is not enabled

Enable previsioning to automate Cybozu (eybozu.com) user account
creation, deactivation, and updates.

Configure API Integration

2. [Enable API integration] (CFT w2~ L. [API Token] (C cybozu.com BIDEETRITUIE
API h—20>7%Z AU, [Test API Credentials] Z#20Uwv 2 UET,

Cybozu (cybozu.com)

Oy’ cybozu

General Sign On Mobile Provisioning Import Assignments
Settings

Integration

Cybozu (cybozu.com): Configuration Guide
Provisioning Certification: Okta Verified
This provisioning integration is partner-built by Cybozu

Contact partner support: https://eybozu.co.jp/customer/inquiry/

Cancel

Enable APl integration

Enter your Cybozu (cybozu.com) credentials to enable user import and provisioning features.

API Token

Test API Credentials



3. [successfully!] &Fren/izs. [Savel #Z0UvOUEYT,

 Back to Applications

o

General

Settings

Integration

Mobile

Cybozu (cybozu.com)

View Logs  Monitor Imports

Import Assignments

Cybozu (cybozu.com): Configuration Guide
Provisioning Certification: Okta Verified
This provisioning integration is partner-built by Cybozu

Contact partner suppert: https://cybozu.co.jp/customerfinquiry/

Cancel
n Cybozu (cybozu.com) was verified succasstully!
Enable APl integration
Enter your Cybozu (cybozu.com) credentials to enable user import and provisioning features.
AP Token
grE—
=]
_

4. [Provisioning to App] (CT lEdit] Z0Uv O UZET,

O

General

Settings
To App
To Okta

Integration

Cybozu (cybozu.com)

View Logs  Monitor Imports

Mobile Provisioning Import Assignments

okta  —+» o

Provisioning to App

Create Users

Creates or links a user in Cybozu (cybozu.com) when assigning the app to a user in Okta.

The default username used to create accounts is set to Okta username

Update User Attributes Enal

Okta updates a user's attributes in Cybozu {cybozu.com) when the app is assigned. Future attribute changes made
to the Okta user profile will automatically owerwrite the corresponding attribute value in Cybozu (cybozu.com).

Deactivate Users.

Deactivates a user's Cybozu (cybozu.com) account when it is unassigned in Okta or their Okta account is
deactivated. Accounts can be reactivated if the app is reassigned to a user in Okta.

Cybozu (cybozu.com) Attribute Mappings

Select a(n) Cybozu {cybozu.com) attribute to set its value based on values stored in Okta.

# Goto Profile Editor

I C Force Sync




5. BIFd [Enable] ZFxwv2oU. [Savel Z#20UwvoOUZET,
- Create Users
- Update User Attributes
- Deactivate Users
Cybozu (cybozu.com)

G

View Logs  Monitor Imports

General Sign On Mobile Provisioning Import Assignments
Settings
To App kt
oKta -» o
To Okta
Integration

Provisioning to App Cancel

Create Users

Creates or links a user in Cybozu (cybozu.com) when assigning the app to a user in Okta.

The default username used to create accounts is set to Okta username.

Update User Attributes

Okta updates a user's attributes in Cybozu (cybozu.com) when the app is assigned. Future attribute changes made
to the Okta user profile will automatically overwrite the corresponding attribute value in Cybozu (cybozu.com).

Deactivate Users

Deactivates a user's Cybozu (cybozu.com) account when it is unassigned in Okta or their Okta account is
deactivated. Accounts can be reactivated if the app is reassigned to a user in Okta.




(3) H—EXSt>XIEBHDHIB

cybozu.com MY —EX (kintone, Garoon, H-17RJX Office, Mailwise, TF+1770€X) D>
BRINDOHY—EANS 258, H—EXSA T XIBEBZHIBRT IRENSHDET,

XD TEH L TVWB T —ERSA > ADIEEZHIBRUILEES. 1—Y—FERICTCIS—&R3Be
&, PTUKRERFRL Tt [TOES3=>JnFlE] XU ITOES3=Z>J0BM] &%
ML T<IZE0,

1. BEEZFICA2O-JLL. [Cybozu (cybozu.com) Attribute Mappings] @ [Go to Profile
Editor] #0Uw O UZET,

Deactivate Users Enable

Deactivates a user's Cybozu (cybozu.com) account when it is unassigned in Okta or their Okta account is

deactivated. Accounts can be reactivated if the app is reassigned to a user in Okta.

Cybozu (cybozu.com) Attribute Mappings

Select a(n) Cybozu (cybozu.com) attribute to set its value based on values stored in Okta.

# Go to Profile Editor C Force Sync

-

Attribute Attribute Type Value Apply on

Username Personal Configured in Sign On settings

userhame

Given name Personal user.firstName Create and update ’ %
givenName

Family name Personal user.lastName Create and update ’ %

familyName



[Attributes] ADET—EXSA 2 RADEEDS S, REHOY—EX S XADEBD#E
D x| 2#0UvoL, HEZHIFKRLET,

“ Back to profiles

£ Profile Editor

Cybozu (cybozu.com) User # Edit o
Display name Cybozu (cybozu.com) User
Description
Variable name @ kintone_ffdebet
Attributes

+ Add Attribute

l # Mappings l

FILTERS Display Name Variable Name Data type Attribute Type

All
Username userName string Base (i ]

Base

Custom Given name givenName string Base [i ]

\ - - o

kintong kintone string Custom 4 4
Garoon Garoon string Custom 4 *
Cybozu Office Cybozulffice string Custom s x
Mailwise Mailwise string Custom s x
SecursAccess Securshocess string Custom 4 4

EREEmHOSR RSN S. [Delete Attribute] 2 Uw O ULZET,

Delete Attribute

Are you sure you want to delete entitlements?

[ Delete Attribute ]Cancel




(4) EERRI—F—DH
<1—Y B coRA>
1. [Assignments] 77 ZERUET,

Cybozu (cybozu.com)

5 ‘J, ‘}, View Logs Monitor Imports

Oy’ cybozu

General Sign On Mobile Provisioning Import Assignments

Convert assignments ~ Search... People *

2. [Assign] #2JUw2 L. [Assignto Peoplel Z#20Uvw2OULZET,

Cybozu (cybozu.com)

General Sign On Mobhile Provisioning Import Assignments

Convert assignments ~ Search...
FI Assign to People I

Oy’ cybozu

s

P

2

View Logs Monitor Imports

Type
pe Assign to Groups
Groups 01101110
01101111
0134100
O O1RO0
ol1TeTN1

3. AEHMROI—Y—DHEICHD [Assign] 20w IULET,

Assign Cybozu (cybozu.com) to People x
Search...

FAR2-t1 l_A55| . l

(D A RO &




4. 1—Y—-z%=Ah. Y —EX&IBEL. [Save and Go Back] #20Uw O ULZET,

X 1—H—%I(C(d Sign On SEETHRESN TVDENYEMESE UTALENZET .. Sign On 5&EICD
WTIF&hD [1—Y—20WEERTE] ZSBUTIEE,

XA—H—& (OJ1>%) FEETCERED. TEFELEEV. EENRERIZE(E. Okta D7
4« L NJICOA—T—%#FHHER L. BBUBEITRENDDFET,
XFBEY—EXDEIDHTICDVTIE, &> [ (5) FIAS—EXDFIH] #Z8BLIEE0,

Assign Cybozu (cybozu.com) to People

X
User Name [I TEST000] I ]

Given name a-H1

Family name FAM

Mailwise Enable

Secursfccess Enable

Save and Go Back Cancel

5. FMRI-—Y—DEIDHTHET LIS, [Donel Z20UwOULET.

-

Assign Cybozu (cybozu.com) to People

Search

-1 F2 b
oh SRR T anam




<JIL—THEA CDEE>
1.

Oy’ cybozu

General Sign On Mobile

[Assignments| & JZ#IRULET,

Cybozu (cybozu.com)

S8

View Logs Monitor Imports

Provisioning Import Assignments

Convert assignments v

Search...

People *

2. [Assign] #2UJw2o L. [Assignto Groupl Z#20JUwv2IULET,
Cybozu (cybozu.com)
Oy’ cybozu R
% H B R ‘ p . View Logs Monitor Imports
General Sign On Mobile Provisioning Import Assignments
Convert assignments v Search...
ci Assign to People Type
l Assign to Groups
GEOORS 01101110
3.

BIHARERDI)IL—T DIE(CH D [Assign] #0Uw I ULET,

Assign Cybozu (cybozu.com) to Groups

Search..

Everyone

o
o

All users in your organization

HI—Foo

Assign

Assign




4, FFAYU—EX%ZERL. [Save and Go Back] #0Uw 2o ULZEY,
XFBAY—EXDANBECDODNTIEERD [ (5) FMEAY—EXD§IH] #ZSBIEE0,

X 1—H—%(F Sign On SEETHESN TLVDIEERD, BETEHEEA. Sign OnEEICDWVTIE
Bk [1—T—20OWEERTE] Z8RUTIEE0,

Assign Cybozu (cybozu.com) to Groups =

Extra info is needed to assign this app to a group.
The attributes below will apply to all people assigned to this group.
kintone
Enable
Garoon Enablé

N Y YaYaYaYaY a2

SecureAccess Enable

[ Save and Go Back ] Cancel and Go Back

5. MHRIIN—TDEDHTHRET LIS, [Donel 20 JvIULET,

x
Assign Cybozu (cybozu.com) to Groups
o Everyone
Azsign
All users in your organization

o

ZIL—=T0Mm




(5) FEY—EXDHIE
-5 —-EULIEFTIL—T D Assign BIEE U < (& Assignments fREBIEI(C TIRELET,
XKD —EXDIER (FEFICHIBR T D2RENSHDET,
gk [ (3) B—EXSAtXIEBEDHIBR] Z#ZSBIEE0N,
3. HEY—EXBOFMARRIIEU TUATOEDERL. [Savel #0JUvoOUEY,
- B—EXFIAZHR I D%E  : Enable
- B—EXFIREZEILTD5HE  : Disable

v : 12— — [TEST0001] (C3f LT kintone OAHFIB%ZFA] 9 Bi5E

Edit User Assignment

User Name TES_GC-G‘
Given name 1-+1
Family name FAE

kintone [ Enabie . ]

Garoon

Disable
Cybozu Office Disable
Mailwise Disable
Securehccess Disable

.
m cnnco'




Troubleshooting and Tips

mOET3=>Jn=E1E
UTFoFIETCTOES I = > I %EIETEET,

1. [Provisioning] #7%&#IRL. [Integration] ZoUwOUET,

Cybozu (cybozu.com)

Oy’ cybozu
View Logs Monitor Imports
Y ——
General Sign On Mobile Provisioning Import Assignments
S
Settings
To A
S okta —+» o
To Okta
isi i
Provisioning to App Edit

2. [Edit]l Z0UvoUFET,

Cybozu (cybozu.com)

Oy’ cybozu
View Logs Moniter Imports

General Sign On Mobile Provisioning Import Assignments
Settings
To App

Cybozu (cybozu.com): Configuration Guide
To Okta

Provisioning Certification: Okta Verified
Integration

This provisioning integration is partner-built by Cybozu

Contact partner support: https:ffcyhuzu‘co.jpfcusmmerfmqu\ry/

Integration

Enable APl integration

Enter your Cybozu (cybozu.com) credentials to enable user import and provisioning features.

API Token EErErERERE



3. [Enable API Integration] ®F T wvo%=4H L. [Savel #Z0UvIULEYT,

Cybozu (cybozu.com)

Oy’ cybozu
View Logs Menitor Imports

General Sign On Mobile Provisioning Import Assignments
Settings
To App

Cybozu (eybozu.com): Configuration Guide
To Okta

Provisioning Certification: Okta Verified
Integration

This provisioning integration is partner-built by Cybozu

Contact partner support: hitps://cybozu.co.jp/customer/inquiry/

Integration Cancel

Enable APl integration

=
N —

B O3 > P05
UFoFETcTOESI Z>J%=BRATEEY,
FEIEFPDZEEANSEBE CIIRBRENEE A,
KRREtE215%E(E.  [Force Sync] ZITIDWENHDFT., (FlES ZZE&RIIZEV)

1. EHIZBRMY 3%4&(E. [Provisioning] #J® [Integration] (CT lEnable API Integration |
(CFTVvOZEAN. [Savel #0JUwIUET,

Cybozu (cybozu.com)

Oy’ cybozu
View Logs Monitor Imports
General Sign On Mobile Provisioning Import Assignments
Settings
Integration

Cybozu (ecybozu.com): Configuration Guide
Provisioning Certification: Okta Verified
This provisioning integration is partner-built by Cybozu

Contact partner support: https://cybozu.co.jp/customer/inquiry/

Cancel

l Enable AP! integration

Enter your Cybozu (cybozu.com) credentials to enable user import and provisioning features.

APIToken L eeesess

Test API Credentials



2.

3.

4.

[Provisioning] #J® [To Appl (CTELF®D [Enablel ZF T v U.
x9,
- Create Users
- Update User Attributes
- Deactivate Users

Cybozu (cybozu.com)

o |E| View Logs Monitor Imports
General Sign On Mobile Provisioning Import Assignments
Settings
l To App l
To Okta OKta + -

Integration
Provisioning to App

Create Users

Creates or links a user in Cybozu (cybozu.com) when assigning the app to a user in Okta.

The default username used to create accounts is set to Okta username.

[Savel #2Uw UL

Cancel

Enable
p—

Update User Attributes l Enable
N

Qkta updates a user's attributes in Cybozu (cybozu.com) when the app is assigned. Future attribute changes made
to the Okta user profile will automatically overwrite the corresponding attribute value in Cybozu (cybozu.com).

Enable

Deactivates a user's Cybozu (cybozu.com) account when it is unassigned in Okta or their Okta account is

Deactivate Users

deactivated. Accounts can be reactivated if the app is reassigned to a user in Okta.

cybozu.com B —E X (kintone, Garoon, BRI X Office, Mailwise, T+ 770t X)
DOIERZHOT—-EZANHDIHE. H—EXSAXIEBZBEHIBRT INENGDET,

[ (3) U—EXSAE>RIEEDHIR] 228

FELERDI - —BROEEZRRT DIHER.

Cybozu (cybozu.com)
Oy’ cybozu

LTLIEEELY,

[Provisioning] FJ7Z&#RUET,

B View Logs Menitorimperts

General Sign On Mobile Import Assignments

Settings

To App
okta

To Okta

Integration

Provisioning to App

Create Users

- O’ cybozu

Edit

Enable



5. EEZAXZO-)LUL. [Cybozu (cybozu.com) Attribute Mappings] @ [Force Sync] &=727J
vIUET,

Deactivate Users Enable

Deactivates a user's Cybozu (cybozu.com) account when it is unassigned in Okta or their Okta account is

deactivated. Accounts can be reactivated if the app is reassigned to a user in Okta.

Cybozu (cybozu.com) Attribute Mappings

Select a(n) Cybozu (cybozu.com) attribute to set its value based on values stored in Okta.

# Go to Profile Editor C Force Sync l

Attribute Attribute Type Value Apply on

Username Personal Configured in Sign On settings

userhiame



mcybozu.com T IP 7 RL AFIRZFAB L TLIIHEE
IP 77 RLZAFIBRZITIAD TLV\D cybozu.com [CIEHRLEIDETDE. TS—ERBEH.
cybozu.com (CT. Okta M IP 7 RL-X%&EIART (92,500 ) Frld3NBENSHDET,
%Okta D IP 77 RLAMFFAIENTLVRWEE, AFIED [Okta fAlDEEE > (2) cybozu.com
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Sign on methods

The sign-on method determines how a user signs into and manages their credentials foran

application. Some sign-on methods require additional configuration in the 31 party application.

About
SAML 2.0 streamlines the end user

experience by not requiring the user to
know their credentials. Users cannot
edit their credentials when SAML 2.0 is
configured for this application.
Additional configuration in the 3rd
party application may be required to

Application username is determined by the user profile mapping. Configure profile mapping complete the integration with Okta.
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