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The Department of Defense (DoD) has an 

immense user base as the largest government 

agency — and as the agency tasked with 

protecting the country’s national security. 

Accordingly, digital transformation within the 

DoD needs to incorporate cyber resilience. 

With the focus shifting to user experience 

and its services extending further outside of 

traditional network environments, the DoD 

continues to adapt and refine its Zero Trust 

strategy. At the forefront of both priorities is 

the need for enterprise-managed Identities.

Identity is an investment in military readiness

It’s critical to the DoD mission to provide information 

security protections across its Total Force: primary 

workforce, extended workforce of contractors, allies, 

veteran population, and beneficiaries. Recognizing the 

unique challenges the Department faces in doing so, 

Okta designed a tailor-made solution.

Okta for US Military is a purpose-built Identity platform 

for the DoD and its mission partners. Okta’s achievement 

of an Impact Level 4 (IL4) conditional Provisional 

Authorization (PA) provides a next-generation security 

architecture that centralizes and secures access to 

mission-relevant resources for approved users – 

anywhere, anytime.

Architectural alignment. 

Built on Zero Trust principles by design, security controls 

and access policies are risk-based and automated for 

the more agile, more mobile, cloud-supported workforce.

Federated Identities.  

Optimize use of IT talent by scaling unclassified or 

internet-connected Identity use cases across the CAC 

and non-CAC community through Single Sign On (SSO), 

or YubiKey through Adaptive Multi-Factor 

Authentication (MFA).

Future-proof integrations. 

Connect to the most secure integrations, on-premises 

or in the cloud, including those supporting IL4 and IL5 

workloads (ServiceNow, Salesforce, Zscaler, O365, and 

others) as well as other Identity providers (IdPs).

Modern security.  

Higher levels of assurance include built atop AWS 

GovCloud, hosted on Okta.mil – a secure .mil web 

domain, and network traffic that is DISA-approved.

For more information on Okta for US Military, please visit 

okta.com/dod or contact our sales team at okta.com/ 

contact-sales.

Okta for US Military
The DoD’s mission-ready Identity partner

About Okta

Okta is the leading independent identity provider. The Okta Identity Cloud enables organizations to securely connect the right people to 

the right technologies at the right time. We provide simple and secure access to people and organizations everywhere, giving them the 

confidence to reach their full potential. To learn more, visit okta.com.
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