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Securing access
from OS to apps with
Okta Device Access
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O‘I The Market: Why you need secure device access

O 2 The Solution: Okta Device Access is here to help
(and what customers have to say)

O 3 The Vision: A secure device deployment journey & beyond
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Safe harbor

This presentation contains “forward-looking statements” within the meaning of
the “safe harbor” provisions of the Private Securities Litigation Reform Act of
1995, including but not limited to, statements regarding our financial outlook,
long-term financial targets, product development, business strategy and plans,
market trends and market size, opportunities, positioning and expected benefits
that will be derived from the acquisition of AuthO, Inc. These forward-looking
statements are based on current expectations, estimates, forecasts and
projections. Words such as “expect,” “anticipate,” “should,” “believe,” “hope,”
“target,” “project,” “goals,” “estimate,” “potential,” “predict,” “may,” “will,” “might,”
“could,” “intend,” “shall” and variations of these terms and similar expressions are
intended to identify these forward-looking statements, although not all
forward-looking statements contain these identifying words. Forward-looking
statements are subject to a number of risks and uncertainties, many of which
involve factors or circumstances that are beyond our control. For example, the
market for our products may develop more slowly than expected or than it has in
the past; there may be significant fluctuations in our results of operations and
cash flows related to our revenue recognition or otherwise; we may fail to
successfully integrate any new business, including AuthO, Inc.; we may fail to
realize anticipated benefits of any combined operations with AuthO, Inc.; we may
experience unanticipated costs of integrating AuthO, Inc.; the potential impact of
the acquisition on relationships with third parties, including employees,
customers, partners and competitors; we may be unable to retain key
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personnel; global economic conditions could worsen; a network or data security
incident that allows unauthorized access to our network or data or our
customers’ data could damage our reputation and cause us to incur significant
costs; we could experience interruptions or performance problems associated
with our technology, including a service outage; the impact of COVID-19 and
variants of concern, related public health measures and any associated
economic downturn on our business and results of operations may be more than
we expect; and we may not be able to pay off our convertible senior notes when
due. Further information on potential factors that could affect our financial
results is included in our most recent Quarterly Report on Form 10-Q and our
other filings with the Securities and Exchange Commission. The forward-looking
statements included in this presentation represent our views only as of the date
of this presentation and we assume no obligation and do not intend to update
these forward-looking statements.

Any unreleased products, features or functionality referenced in this
presentation are not currently available and may not be delivered on time or at
all. Product roadmaps do not represent a commitment, obligation or promise to
deliver any product, feature or functionality, and you should not rely on them to
make your purchase decisions.
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Today, employees have a choice in where they work and
what technology they work on

Distribution of operating systems (OS) among enterprise endpoints in
North America, Western Europe, and Asia Pacific as of 2022

, Windows 36.4%
o i0S
o Mac OS X
of employers now offer hybrid Android
work arrangements
Chrome OS
Linux
0% 5% 10% 15% 20% 25% 30% 35% 40% 45%
Share of enterprise endpoint devices
Sources:
1. https://www.forbes.com/sites/joemckendrick/2022/12/28/hybrid-work-is-now-the-norm-for-the-year-aheadand-beyond/?sh=734160b8520b
2. https://www.statista.com/statistics/741497/worldwide-enterprise-endpoint-operating-system-distribution
g,
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https://www.forbes.com/sites/joemckendrick/2022/12/28/hybrid-work-is-now-the-norm-for-the-year-aheadand-beyond/?sh=734160b8520b

When YOU I 6 O% of security incidents associated with a lost or

stolen asset include missing desktops and

peOp | e a nd laptops — more than any other type of device,
d eV'CeS are not including mobile phones

centrally
located,
seCcu rlty IS | 6 5% of people reuse the same password for

multiple or all their accounts — this makes

C I’It | Cal / laptops that are protected by only passwords
( a security risk

impact of lost or stolen devices on the
+ 2 27 K average total cost of a data breach. Devices
Sources. are often stolen, which can mean huge

1. Verizon’s 2022 Data Breach Investigation Report penaltles for the business

2. https://services.google.com/fh/files/blogs/google _
security _infographic.pdf

3. IBM Security Cost of a Data Breach Report 2022
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https://www.verizon.com/business/resources/Tccf/reports/dbir/2022-data-breach-investigations-report-dbir.pdf
https://services.google.com/fh/files/blogs/google_security_infographic.pdf
https://services.google.com/fh/files/blogs/google_security_infographic.pdf

Devices are the front door to data, but are often
neglected when it comes to securing access

Global average cost of a data breach Increasingly more expensive and challenging
reached an all-time high in 2023 to obtain and renew cyber insurance

$4.45M +21%

forecast of compound annual
growth for direct cyber
insurance premiums until 2025

Source: https://www.ibm.com/downloads/cas/E3G5JMBP Source:
https://www.mckinsey.com/capabilities/risk-and-resilience/our-insig
hts/cybersecurity/cybersecurity-trends-looking-over-the-horizon
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PCI DSS 4.0 introduces greater
security compliance requirements

Passwords must be at least 12 characters in
*%x%
length, and should change passwords every

90 days

All users, not just admins, requiring access
to the cardholder data environment must
now be challenged with MFA

Q
A<

MFA must be enforced for access to the
J cloud, hosted systems, on-premises apps,
workstations, servers, etc.
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Organizations must overcome these challenges

0) & 6

Securing access at all Enabling employee Scaling how you secure
user touchpoints, efficiency with a great access to sustain a
across all their devices user experience modern, digital business
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New release!

okta |
Device Access




“Okta Device Access is a natural step
on our zero trust journey by providing
our employees with the seamless
access they need to do their best
work, while at the same time helping
to protect the device.”

John McLeod
Chief Information Security Officer, NOV
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Secure the first vulnerable touchpoint - the device login — with
Okta Device Access

Adele Vance

How would you ike to verify your identity?

nnnnnnnnnnnn

One less password to remember

Use your Okta password to
log in to your Mac.

Windows - GA
macOS - Early
Access

Generally gl 200 e dt
available for
macOS

Desktop MFA Desktop Password Sync

Enforce MFA on top of passwords to login to your managed Sign in to your macOS with your Okta password by syncing
Windows or macOS device passwords
%‘I:\% © Okta and/or its affiliates. All rights reserved. Confidential Information of Okta — For Recipient’s Internal Use Only. 0ktq





https://www.crcgroup.com/Tools-Intel/post/multi-factor-authentication-a-must-have-for-cyber-coverage

Desktop MFA for 3N -5
NEEON

Native UX

Inline offline factor setup

Harish

Policies for enrollment

Online factors: Okta Verify
Push, TOTP

Offline factors: TOTP

BeE -


https://www.crcgroup.com/Tools-Intel/post/multi-factor-authentication-a-must-have-for-cyber-coverage

Desktop Password
Sync for macOS

e Intuitive enrollment
process

e Strong and consistent
password policy from
device to apps

e Secure, passwordless
access to apps

e Phishing-resistance and
adaptive policy checks

@ Finder File Edit

View Go Window Help

) & Q @ TueOct18 9:41AM




The Okta Advantage

Ease of use, ease of
deployment

 Reduced time to value that
Okta customers expect with
all Okta solutions

* Friendly user experience that
is well-integrated with
Windows/macOS and flexibly
supports online and offline
scenarios

Neutral vendor that
supports all devices

» Support for mixed OS
deployments and the
strongest integrations with
best of breed technologies

* Freedom from vendor lock-in
and lower TCO with vendor
consolidation (Okta is an IdP
and desktop access provider)

|§ © Okta and/or its affiliates. All rights reserved. Confidential Information of Okta — For Recipient’s Internal Use Only.

Integrated identity from
device to apps

» Enforce consistent and
comprehensive security
access controls at scale,
under a single, unified IAM
platform

* Benefit from the stronger IAM
capabilities of the market
leading identity provider

okta





http://drive.google.com/file/d/1g3kqygYt8FfZYuC8rUUbL-Avaq-H-57o/view

What's on deck for Okta Device Access

Passwordless FIDO2 Yubikey Device SSO

okta
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Okta Device Access
Vision
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When an Okta customer asks an OEM...

) EverShip

Meet “EverShip”, an Okta Meet the OEM

customer 2. Our pleasure! Are you an Okta customer?

1. I'd like 10,000 laptops, please! 4. What are your tenants?

3. Yes, a happy Okta customer. 6. Great! We'll take it from here..

5. Here's my tenant ID...
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OEM Coinﬁgu_res each device to be Okta joined

“Okta joined” means:

1. Okta Verify is installed on the laptop

2. Connected to the MDM solution of choice

3. Custom branding has been applied

(<) EverShip



A new EverShip employee receives an Okta-joined laptop




Laptop boots

© Okta and/or its affiliates. All rights reserved.
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Out-of-the-box experience

Is this the right country or region?

Ukraine

United Arab Emirates

United Kingdom

Uruguay

Uzbekistan

~ © Okta and/or its affiliates. All rights reserved. kt
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Onboard with branded login

EverShip User

Administrator

you@ rship.com >
‘ EVerSh'p User This device is property of EverShip.
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Option A: Pre-enrolled key

© Okta and/or its affiliates. All rights reserved.

EverShip User

Administrator

EverShip User

DEVICE ACCESS KEY

Use the pre-enrolled security key delivered to
you with this device to sign in.

v Insert key

Tap key

Try another way

okta



Option B: Activation code

© Okta and/or its affiliates. All rights reserved.

EverShip User

ACTIVATION CODE

Use the activation code delivered to you with

EverShip User this device to sign in.

Activation code

Try another way

Administrator

okta



Option C: Identity verification 1 of 2

© Okta and/or its affiliates. All rights reserved.

EverShip User

Administrator

EverShip User

SCAN PICTURE ID

Use a form of legal identification that EverShip
accepts as proof of identity sign in.

Scan my ID

Try another way

okta



Option C: Identity verification 2 of 2

© Okta and/or its affiliates. All rights reserved.

SCAN PICTURE ID

ﬁ ID : 87373839112

EXPIRES ISSUED :

v Hold up ID

v Look into camera

EverShip User

Verifying...

Try another way

Administrator

okta



Enrollment 1 of 2

Verify identity once a day,
on login

1. On your mobile device, download and open Okta Verify.

2. Open your mobile Okta Verify app,
then scan the QR code to add an
account.

O30
=
Skip for now
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Enrollment 2 of 2: Offline

Verify even if disconnected

@ Device access code
Use a mobile app that shows digits on

your phone that you type in to your computer.

9 Device access key
Use a physical key that you plug in to your
computer.
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Logged in with Okta Verify running in the background

m P QD aC8 Q@A N w
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Already signed into Slack through Device Access

= Unreads
=) Threads
Yesterday v
Later
Direct messages
Mentions & reactions
Drafts & sent
Files

More
Starred

devices

Optional

Channels

» Direct messag...

&2 Tanvir Ahmed

v Apps

s E A ) w I5AM
0= ) 9/9/2029
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Already signed into Word through Device Access

Evan Shipley B

File Home |Insert Draw Design Layout References Mailings Review View Help © Tellme I (pm}
Calibri (Body) 11 - =~

A28
Styles Editing | Dictate

B I U-ax x A
Paste £
- < AvvavAav A" A

Clipboard Font ] Paragraph rx! Styles & Voice ~

Board of Directors Meeting:

New Communications Director
Kerry Oki was named communications director and will coordinate and direct all
formal internal and client communications. Kerry has four years of experience as

9:55 AM
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Already signed into browser through Device Access

© Okta and/or its affiliates. All rights reserved.

Unreads

Threads

Later

Direct messages
Mentions & reactions
Drafts & sent

Files

More
Starred

devices

Optional

Channels

» Direct messag...

&2 Tanvir Ahmed

v Apps

File Home
Calik

B
Paste

. KA

Clipboard &

@ eshipokt

EverShip

© Recently Used

My Apps

@ start
Design

* auto added IAitems

Add s¢

Add apps

® Work

© Design

Last sign in; & few s6concs ago

Evan Shipley B

AQBE AN w™

9:55 AM
/9/2029
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Salesforce triggers FastPass elevation

© Okta and/or its affiliates. All rights reserved.

File Home

Calig

B
Paste
. S| A

Clipboard =

01-select-and-edit-text

EverShip

©

Evan Shipley B
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Provide biometrics with FastPass

01-select-and-edit-text

Home
¢ @ eshipoktacom
Calil
Windows Security
Paste
v | Making sure it's you

Clipboard T3

Please confirm your login to evership--sets-sail.okta.com through

Okta Verify.

P~
o

Scan your finger on the fingerprint
reader.

Evan Shipley B
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Signed into Salesforce

01-select-and-edit-text

B
Paste

Clipboard &

Details

> A - i3 Sales Home Opportunities v  Quotes v  Leads

Evan Shipley B

v Files v Accounts v  Contacts v Morew &

«|[» Change Closed Stage

| Subscriptions (0) v

Subscription Products (0)

Products (2)

© Okta and/or its affiliates. All rights reserved.
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9:55 AM
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Daily login experience (even if offline)

© Okta and/or its affiliates. All rights reserved.

Evan Shipley

How would you like to verify your identity?

Select a method

Evan Shipley
| Okta Verify push notification
Okta Verify code
Device access code

Administrator

Device access key

okta



Daily login experience

(g ]

Evan Sh|p|ey Did You Just Try to Sign In?

-<f San Ramon, California, United States

OKTA VERIFY PUSH NOTIFICATION
More Infc

. : . CJ UNKNO!
Continue on Okta Verify on your other device.

Evan Shipley UNRECC

@ Just nov Face ID
Try another way

Administrator

Yes, It's Me l ‘ No, It's Not Me ‘

1l
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Logged in
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Recovery experience (even if offline)

Evan Shipley

How would you like to verify your identity?

Administrator

. Select a method
Evan Shipley B
° an't sign in

1l
i\
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Recovery experience: Contact admin

Evan Shipley

HOW TO CONTACT AN ADMINISTRATOR

okta.device.access@evership.com
Evan Shlpley 1-800-EVR-SHIP
Device: ES-SX899724H
|Recovery code
Eld

Administrator

1l
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Recovery experience: Verify identity

SCAN PICTURE ID

ﬁ ID : 87373839112

AME
I N

EXPIRES

v Hold up ID

ISSUED @

Evan Shipley

v Look into camera

Verifying...

Administrator

M/,
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Recovery experience: Admin code

@ (a]m] blake.soto@ocorp.c...v
00  ocorp

ch for people and

okta Q

Dashboard 5 Devices > ES-SX899724H

Di Evan Shipley’s recovery code
it - 1 ES-SX8997z

Time-limited access to a device when its Desktop MFA

| rs are unavailat © Learn more
X Deacti

[ 11 Suspend

v Active Enrolled by: Okta | have verified the user's identity per my
organization's security policy before proceeding.

o Recovery code for this device:
Device users

987 654
User Lock screen Recovery options

tions

Valid for: 60 minutes (Preset by org policy)
Full Name Password
: : /# View recovery code
e.shipley@evership.com
v Administrator Password
. : Next steps /» View recovery code
admin@evership.com L

Reset authenticators | if user lost an MFA device

V. 5 - 5 @ Enroliment steps for Okta Verify (i0OS)
Device securlty signe

© Enroliment steps for Okta Verify (Android)
OS version
osVersion
202 Close

Disk encryption

diskEncryptionType

Trusted Platform Module

secureHardwarePresent

© Okta and/or its affiliates. All rights reserved.
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Recovery experience: Enter code

Evan Shipley

HOW TO CONTACT AN ADMINISTRATOR

okta.device.access@evership.com
Evan Sh|p|ey 1-800-EVR-SHIP
Device: ES-SX899724H
987654
aci

Administrator

1l
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Logged in with recovery code

I=QLD—"B

- N © Okta and/or its affiliates. All rights reserved.

~ E 2 9) w 9:55 AM
e = ) 9/9/2029

okta



Learn more about Okta Device Access

Take a look at the Okta Device Join the Okta Device Access
Access solution brief community group

e
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