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Release Overview
 for Early Access & General Availability in Q2 (April- June 2025)
 

 

These materials and any recommendations within are not legal, privacy, security, compliance, or business advice. These materials are intended for general informational purposes only and 
may not reflect the most current security, privacy, and legal developments nor all relevant issues. You are responsible for obtaining legal, security, privacy, compliance, or business advice 
from your own lawyer or other professional advisor and should not rely on the recommendations herein. Okta is not liable to you for any loss or damages that may result from your 
implementation of any recommendations in these materials. Okta makes no representations, warranties, or other assurances regarding the content of these materials.  Information 
regarding Okta’s contractual assurances to its customers can be found at okta.com/agreements. 

Lani / Beata

http://okta.com/agreements
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 This presentation contains "forward-looking statements" within the meaning 
of the "safe harbor" provisions of the Private Securities Litigation Reform Act 
of 1995, including but not limited to, statements regarding our financial 
outlook, business strategy and plans, market trends and market size, 
opportunities and positioning. These forward-looking statements are based 
on current expectations, estimates, forecasts and projections. Words such 
as "expect," "anticipate," "should," "believe," "hope," "target," "project," 
"goals," "estimate," "potential," "predict," "may," "will," "might," "could," 
"intend," "shall" and variations of these terms and similar expressions are 
intended to identify these forward-looking statements, although not all 
forward-looking statements contain these identifying words. Forward-looking 
statements are subject to a number of risks and uncertainties, many of 
which involve factors or circumstances that are beyond our control. For 
example, global economic conditions have in the past and could in the future 
reduce demand for our products; we and our third-party service providers 
have in the past and could in the future experience cybersecurity incidents; 
we may be unable to manage or sustain the level of growth that our 
business has experienced in prior periods; our financial resources may not 
be sufficient to maintain or improve our competitive position; we may be 
unable to attract new customers, or retain or sell additional products to 
existing customers;

customer growth has slowed in recent periods and could continue to 
decelerate in the future; we could experience interruptions or performance 
problems associated with our technology, including a service outage; we and 
our third-party service providers have failed, or were perceived as having 
failed, to fully comply with various privacy and security provisions to which 
we are subject, and similar incidents could occur in the future; we may not 
achieve expected synergies and efficiencies of operations from recent 
acquisitions or business combinations, and we may not be able to 
successfully integrate the companies we acquire; and we may not be able to 
pay off our convertible senior notes when due. Further information on 
potential factors that could affect our financial results is included in our most 
recent Quarterly Report on Form 10-Q and our other filings with the 
Securities and Exchange Commission. The forward-looking statements 
included in this presentation represent our views only as of the date of this 
presentation and we assume no obligation and do not intend to update these 
forward-looking statements.

Any products, features, functionalities, certifications, authorizations, or 
attestations referenced in this presentation that are not currently generally 
available or have not yet been obtained or are not currently maintained may 
not be delivered or obtained on time or at all. Product roadmaps do not 
represent a commitment, obligation or promise to deliver any product, 
feature, functionality, certification or attestation and you should not rely on 
them to make your purchase decisions.

Safe harbor 
Legal
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Opportunities to learn more about our latest 
innovations and what’s to come

Release Overview 
Webpage

Dive further into key innovations 
spotlighted in Launch Week and 
find resources to learn more here.

Connect with the Sales team here.

Auth0 Product 
Roadmap Webinar

Get a sneak peek of upcoming 
product releases. 

Register for the Auth0 product 
roadmap webinars here.

Release Highlight 
videos + Changelog

Get a concise and informative 
overview of the latest updates, 
features, and enhancements. 
Watch the highlights.

See the Changelog here.

Lani / Beata / Emily

https://www.okta.com/products/release-overview/
https://www.okta.com/contact-sales/
https://www.okta.com/webinars/hub/auth0-product-launches-and-roadmap-1/
https://www.youtube.com/playlist?list=PLZ14qQz3cfJKHuh8NE6Tu7sTcGC8uWVXW
https://auth0.com/changelog
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Auth0
Customer expectations are high. Auth0 helps you meet 
them.

Give users the experiences they expect, with less effort 
and no trade-offs. This quarter, we’re giving builders 
even more power:

● Build faster, your way. Deliver branded, frictionless 
login experiences—right out of the box.

● Secure what’s next. Protect GenAI agents and 
modern apps with fewer lines of code.

● Go beyond login. Secure every step of the customer 
journey with built-in tools you can turn on instantly.

Spotlights
● Auth for GenAI

● Your login, Your way

All features
● Authentication

● Authentication — SaaS Apps

● Authorization

● Security

● Platform

● Premier Success Plans

● Okta Learning

Developer resources

Mallory / Lani / 
Beata
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Auth0 Platform: Create great experiences, with security built in. 

Orchestration and Extensibility

Developer Tooling

APIs, SDKs, Quickstarts

10B+ Monthly Authentications. *99.99% Uptime. 

Custom Authentication Flows

Forms and Actions

Security Operations
Security Center, Log Streaming, 

Event Streaming

Ecosystem

Data Platforms

CDPs and 
CRMs

Analytics 
Tools

Applications and APIs

Cloud 
Apps

Public and 
Private APIs

Devices

Web and 
Mobile IoT

Identities

Human AI Agents
Auth for GenAI

Secure Experience

Before Login - Unknown Customer

● Progressive Profiling

● Bot Detection

● Breached Password 
Detection

● SCIM

At Login - Known Customer

● Passwordless

● Adaptive MFA

● Universal Login

● Social Login

● Organizations

After Login - Repeat, Trusted Customer

● Fine Grained Authorization

● Highly Regulated Identity 

● Continuous Session Protection

● Secure APIs

● Universal Logout

*12-month availability, as indicated at trust.okta.com

Mallory

http://trust.okta.com
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What is it?
Auth for GenAI makes it easier for you to build your 
GenAI applications securely. 

It is a suite of features that allows you to enable 
your AI agents to help securely call APIs on behalf 
of your users, both interactively and 
asynchronously, by requesting for the right and 
least privileged access to users' sensitive 
information.

Customer Challenge: 

GenAI apps can introduce vulnerabilities because 
their behavior is non-deterministic. They also rely 
on UX patterns that are different than those of 
web/mobile apps. Auth for GenAI provides a 
streamlined implementation of these patterns, 
making it easy to help protect your app from 
security vulnerabilities. 

Spotlight: Auth for GenAI
Securely build AI into your apps

Why this matters
● Authenticate users - AI agents need to 

know who the user is in order to have user 
specific interactions.

● Call APIs on user's behalf - As GenAI apps 
(e.g. chatbots) integrate user products to 
provide delightful experiences, calling APIs on 
behalf of users will become a commonplace 
need. Auth for GenAI helps you to balance a 
seamless user experience with enhanced 
security and compliance.

● Asynchronous workflows - Async agents 
(or agent running in the background) may take 
time to complete tasks or wait for complex 
conditions to be met. They might require 
human approval for certain actions and need 
on-demand authentication to reduce security 
risks from storing credentials long-term.

● Authorization for RAG - GenAI apps 
enhance responses by using RAG to merge LLM 
content with real-time data. Authorization for 
RAG only allows users to access documents 
they’re authorized to view, preventing data 
leaks.

How to get it
Sign up here to start using the product and be 
among the first to find out when features 
become available.

Developer Preview Michelle

http://auth0.com/ai
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What is it?
Auth0 is announcing advancements to multiple 
steps of the consumer login experience:

● Advanced Customization for Universal 
Login - enable detailed UI customization 
for Universal Login

● Passkey APIs – Embed your APIs for signup 
and login by enrolling with Passkeys

● DPoP (Demonstrating Proof of 
Possession) – help customers stay logged 
into your mobile app in a more secure 
manner— bind access and refresh tokens 
to the app to help prevent session 
hijacking. 

● Native to Web SSO – Streamline the 
customer experience by eliminating the 
need to re-login when moving from a 
mobile app to a web app.

Auth0 now allows for more control across the login 
experience — from deeply customizing Universal 
Login UI, to adding passkey-based authentication 
with APIs, to letting users manage their own login 
methods to safely streamlining login flows. These 
tools reduce friction, improve UX, uplevel security 
and cut dev time.

Spotlight: Your login, Your way.
Say goodbye to friction-filled login experiences – both for the end user and the builder

Why this matters
● Create login  experiences that are  

perfectly branded while also supporting 
security, increasing  user trust and 
conversion

● Increase consumer’s satisfaction when 
using modern authentication methods with 
a lot less  friction.

● Users have  visibility and control over 
authentication methods, leading to 
decrease in  support requests.

● Developer productivity is sped up  by easy 
custom implementations for modern and 
more secure login flows.

How to get it
Get started with Auth0 today.

General Availability Michelle

https://auth0.com/pricing?utm_source=google&utm_campaign=amer_namer_usa_all_ciam-all_dg-ao_auth0_search_google_text_kw_Brand_utm2&utm_medium=cpc&utm_id=aNK4z000000UEiRGAW&gad_source=1&gad_campaignid=12865209972&gbraid=0AAAAACmv60UvRXIP9xflI7Ole_Ljcrsg4&gclid=CjwKCAjwruXBBhArEiwACBRtHbyz3u1jBQU3TDBQCQ9KN3Z5fH2Zv2gEDENYQnzJjgSZ4neKBJbSZRoCvx0QAvD_BwE
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Stop choosing between a login users love and one hackers hate.

Great products need both security and seamless experience. Auth0 gives 
you the tools to build fast without compromise. With an extensible, 
developer-first platform that supports security, you can focus on 
innovation.

This quarter, we’re making it even easier: Secure GenAI agents, and 
customize every detail of your login. Explore what’s new in Q2.

Auth0 Releases

Mallory
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Auth0

Authentication
General Availability

Available in: Enterprise 

Client Initiated Back-channel Authentication (CIBA)  

Enables “API first” integrations. Optimize UX and launch Transaction Authorization & User 
Validation from backend applications like call centers, requiring no user redirection.

Client Initiated Back-channel Authentication

Learn more

Michelle

https://auth0.com/docs/get-started/authentication-and-authorization-flow/client-initiated-backchannel-authentication-flow
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Auth0

Authentication
Early Access

Advanced Customization for Universal Login

Michelle

Available in: Enterprise 

Native to Web SSO

With Native to Web SSO, mobile applications can more securely transfer authentication 
sessions to web applications—enabling seamless access to web views without forcing users 
to re-authenticate. Learn more

Available in: All Plans 

Passkeys APIs

Create embedded passkey experiences for native applications. 

Available in: B2C Essentials & above 

Advanced Customization for Universal Login 

Enable detailed UI customization for Universal Login.

Learn more

Learn more

Machine-to-machine Token Quota
Feature of: Core Platform / Available in: Essentials/PRO/Enterprise+

Limit M2M Usage Per Client & Organization to prevent business customers from monopolizing 
API access to your application.

https://auth0.com/docs/authenticate/single-sign-on/native-to-web/configure-mobile-to-web-payment-flows
https://auth0.com/docs/customize/login-pages/advanced-customizations
https://auth0.com/docs/native-passkeys-api
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Auth0

Authentication
Early Access

Enterprise OIDC Federation Improvements

Learn more

Eric

Enterprise OIDC Federation Improvements
Feature of: Enterprise Connection / Available in: B2B Essentials/PRO/Enterprise+

A range of new features for the OIDC and Okta enterprise connectors, including federated 
logout, private key client assertion JWT, additional signing algorithms for ID token 
verification, and JSON web encryption. Together, these offer more secure authentication 
methods between Auth0 and external Identity Providers. 

Available in: Enterprise 

Passkeys APIs

https://auth0.com/docs/authenticate/enterprise-connections
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Auth0

Security
General Availability

Feature of: Secure Identity / Available in: Highly Regulated Identity

FAPI v2 Compliance (Financial Grade APIs)

Support compliance with the FAPI v2 Security Profile for securing your APIs for Financial 
Services’ transactions, and other sensitive, high-risk scenarios. 

FAPI Protocols

Learn more

Sam

DPoP

Session Protection

https://auth0.com/docs/secure/highly-regulated-identity#advanced-security-with-openid-connect-fapi-
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Auth0

Security
Early Access

Feature of: Secure Identity/ Available in: 10 Rules in Attack Protection, 1 rule in Enterprise 

Tenant Access Control List 

Create and manage rules that control access to your app. When a request matches a rule, it 
can allow, block, or redirect the request.

Sender Constrained Tokens with Demonstrating Proof of Possession (DPoP) 
Feature of: Secure Identity / Available in: Enterprise

Help protect against unauthorized use of Access and Refresh Tokens by constraining them to 
be used only by the authorized application.

Feature Name
Feature of: product / Available in: SKU

Tenant Access Control List

Learn more

Sam

https://auth0.com/docs/secure/tenant-access-control-list
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Auth0

Platform
General Availability

Feature of: Auth0 / Available in: Private Cloud Restoration

Private Cloud Restoration - Resilience enhancement

Customer initiated restoration of full Private Cloud environment through Restore from 
Backup. It improves resilience stance and helps support compliance with European Union’s 
Digital Operational Resilience Act (DORA). Learn more

Linda

Private Cloud Restoration - Resilience enhancement

Feature of: Extensibility / Available in: All Plans, Advanced Extensibility

Actions - Real-time Logs

Help developers in implementing and debugging Actions, Custom Databases, and Custom 
Social Connections by logging custom messages added to the code. Learn more

Feature of: Extensibility / Available in: All Plans, Advanced Extensibility

Actions - Execution Error Logs

Provide developers with observability into unhandled errors in Actions, which are caught by 
the engine and  propagated as Tenant Logs. These logs can be sent to external services via 
Log Streams. Learn more

https://auth0.com/docs/troubleshoot/customer-support/operational-policies#private-cloud-space-restoration-early-access
https://auth0.com/changelog#5JS0K4l8w2u78iZqy80C9n
https://auth0.com/changelog#3LCFto2kZe1vwS1j4NgUkq
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Auth0

Platform
Early Access

Feature of: Extensibility/ Available in: All Plans, Advanced Extensibility

Event Streams

Enable developers to subscribe to user lifecycle and organization events—delivered as they 
happen—via Webhooks or Amazon EventBridge, and respond to them by synchronizing 
data across internal systems and third-party platforms or triggering business processes.

Feature of: product / Available in: SKU

Event Streams for Use Lifecycle Events

Learn more

Linda

https://auth0.com/docs/customize/events
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Auth0

Available in: Silver and Gold Premier Success Plans

Expert Learning Pass

Unlock access to an exclusive on-demand catalog, live expert-led learning sessions, and 
certification vouchers. Silver customers receive one Expert Learning Pass and Gold customers 
receive six Expert Learning Passes.

Dedicated Technical Account Manager

Available as an add-on to Gold Premier Success Plan

A technical advisor working exclusively on your account with extensive knowledge of your 
products and architecture in order to provide tailored and long-term adoption and 
optimization strategies.

Live Learning Sessions with the Expert Learning Pass

Learn more

MaryGrace

https://learning.okta.com/plan/expert-learning-pass
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Auth0

Okta Learning
General Availability

Available in: Public Catalog

New learning path! Protect Your API Endpoints with Auth0

Help secure your APIs with Auth0 by implementing OAuth 2.0, managing permissions and 
scopes to control access, and enforcing RBAC for structured permission management. You'll 
learn to protect your API effectively while enabling more secure user interactions.

New skill badge! Get Started with Auth0 Tenants
Available in: Public Catalog

Everything starts with an Auth0 tenant. Learn how to create and manage one 
using the Auth0 Management Dashboard. Structure your tenants to support your 
Software Development life cycle (SDLC).

New learning path! Manage Auth0 Users
Available in: Public Catalog

Learn all about how Auth0 improves user management by normalizing user profiles, enriching 
them through progressive profiling, linking profiles across connections, and streamlining 
authentication workflows.

Available in Public Catalog

Discover how to source your users with Auth0 using database and 
passwordless connections. This gives you the best authentication process 
performance since all user data is stored centrally in Auth0.

New Auth0 Badges

Learn more

Learn more

Learn more

Learn more

Jenna

New skill badge! Authenticate with Auth0 Database and Passwordless Connections

https://learning.okta.com/path/get-started-with-auth0-tenants
https://learning.okta.com/path/protect-your-api-endpoints-with-auth0
https://learning.okta.com/path/manage-auth0-users
https://learning.okta.com/path/authenticate-with-auth0-database-and-passwordless-connections


© Okta and/or its affiliates. All rights reserved. Confidential Information of Okta – For Recipient’s Internal Use Only.© Okta and/or its affiliates. All rights reserved. 

Developer Resources 
Auth0

Login is just the start. From enabling seamless 
sign-on to MFA with a single toggle, your login 
box needs to balance convenience, privacy, 
and security.

But identity goes beyond the box.
Use built-in social login, reduce friction, enrich 
user profiles, and keep customers coming 
back, with control over every step of the flow.

Resources

Auth0.com

Auth0 Developer Center: Click here 

Auth0 blog: Click here 

Auth0 Community: Click here 

Languages and SDKs: Click here 

Quickstarts: Click here 

Auth0 APIs: Click here 

Auth0 Developers blog: Click here 

Auth0 Marketplace: Click here

Auth0 Developer Release Guide: Click here

Mallory

http://auth0.com
https://developer.auth0.com/
https://auth0.com/blog/
https://community.auth0.com/
https://auth0.com/docs/libraries
https://auth0.com/docs/quickstarts
https://auth0.com/docs/api
https://auth0.com/blog/developers/
https://marketplace.auth0.com/
https://www.okta.com/resources/datasheet-developer-releases-auth0-by-okta-q3-2024/



