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Okta Authentication
Okta Authentication provides operation to authenticate users, performmulti-factor enrollment and
verification, recover forgotten passwords, and unlock accounts. It can be used as a standalone API
to provide the identity layer on top of your existing application, or it can be integrated with the Okta
Sessions API to obtain anOkta session cookie and access appswithin Okta.

This data source guide will provide information on how to integrate Okta Authentication and how
the data source events are parsed, normalized, and categorized to SNYPR fields. In particular, it
provides the following:

l Device event field mapping
l Device event severitymapping
l Device event categorization

To download theOkta Authentication parser from the Securonix Threat Library, search Available
Resources Types for Deployment by Vendor name or Functionality. Downloading the resource
downloads the parser along with the applicable dashboards, reports, policies and threat models.

Integration Benefits
Integrating Okta Authentication offers key benefits that help to improve existing infrastructure:

l Detect authentication attempts and password attacks
l Gain insight into user activity across your environment
l Reduce the risk of insider threats and data breach
l Identify suspicious users and compromised accounts
l Take immediate action against user accounts
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Okta Integration
Follow the steps below to integrate Okta into SNYPR.

1. Create a Token
Navigate to https://login.okta.com and sign in with your credentials.

Click API > Tokens from the navigationmenu.
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Click Create Token.

Enter a name for your token, then click Create Token.
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Note: The token name above will be used within SNYPR when you set up theOkta
connector.

Make a note of the Token Value then clickOK, got it.
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Note: This is the only time that you will be able to view your Token Value. Once you click
OK, got it, the Token Value will be stored as a hash for your protection.

2. Configure the Okta Connector in SNYPR
Navigate toMenu > Add Data > Activity then click + > Add Data for Existing Device Type.

Click Functionality and select the following values in the dialog box:

l Functionality: Single Sign-On / SSO / Authentication
l Device Types: OktaSystems

l Collection Method: Key Value Pair [okta]
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Enter a Datasource Name in the Device Information section.

Enter the URL and Token value within the Connection Properties section.
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Click Save & Next, then click EXTRACT FIELDS to parse the fields andmap them to
corresponding SNYPR attributes.
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You can now find events from this datasource in spotter using the syntax resourcegroupname=
<datasource name>. Example: resourcegroupname=okta_securonix_console.

Supported Collection Methods
Themethod of collection is API.

Functionality
The functionality of Okta Authentication is Single Sign-On / SSO / Authentication. See Use
Cases by Functionality for a complete list of policies for this functionality.

Taxonomy
SecuronixOpen Event Format (OEF) 1.0 is used. OEF is an event interoperability
standard/schema. It provides a set of standardized attributes (fields) for consistent representation
of logging output from disparate security and non-security devices and applications. For additional
information, refer to the Data Dictionary section on the Securonix documentation portal.
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Device Event Field Mapping
This section lists themappings of SNYPR fields to the device fields.

Okta Authentication Mappings to SNYPR Fields

Okta Authentication Field SNYPR Field

eventId baseeventid

sessionId sessionid

published DATETIME

action.message message

action.objectType resourcetype

action.requestUri requesturl

actors-1.id customstring1

actors-1.displayName accountowner

actors-1.ipAddress sourceaddress

actors-1.objectType sourceuserprivileges

actors-1.login sourceusername

actors-2.id requestclientapplication

targets-1.displayName destinationusername

targets-1.objectType destinationuserprivileges

requestId AlertId

targets-1.login destinationuserid

targets-2.displayName additionaldetails1

targets-2.objectType additionaldetails2

actors-2.ipAddress translatedipaddress

Common Events in Okta
This section provides common successful events, common failure events, and other notable
events that appear in Okta's corpus of data.

Copyright © 2018 Securonix, Inc.
Page | 12

SNYPR 6.2 Data Source Guide
Okta Authentication



Successful Events

Use the list below to gain a better understanding of the expectedmessages for successful events:

l Add user to applicationmembership
l User single sign on to app
l Remove users applicationmembership
l User login to Okta
l Push users profile to external application
l Successfully imported new member to an app group
l Sync user in external application
l Updated user application property

Failure Events

Use the list below to gain a better understanding of the expectedmessages for failure events:

l User login to Okta
l PerformRealTimeSync by AD agent
l Authenticate user with AD agent
l Authentication of user via Radius
l User reset password for Okta (by Admin)
l User attempted unauthorized access to app
l Connect AD agent to Okta
l Authentication of user via MFA

Other Notable Events

Events for failedmultifactor verification and failed authentication attempts are potential indicators
of abuse. Additional context provided in the log will allow for pivoting this information based on
things like Target User, Client IP address, User-Agent andmore.

Event Categorization in SNYPR
SNYPR categorizes each event it ingests in order to normalize syntax acrossmultiple
functionalities, vendors, and datasources.This section contains the rules used to categorize the
events.

Rule Category Object Category Behavior Category Outcome

UserAuthenticationSuccess User Authentication Success

UserAuthenticationFailure User Authentication Failure

AccountAccessAttempt Account Access Attempt
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Available Policies
The following policies are available for Okta:

Name Description

Abnormally high number
of failed logon attempts
detected from Network
Address

Abnormal high number of failed logon attempts detected from Network
Address is an indicative of possible account takeover activity performed from
an IP Address. Technique used: Behavior Anomaly for failed login activity

Possible Attempted
account enumeration
based compromise

Possible Attempted account enumeration based compromise is an indicative
of possible account enumeration activity or possible account compromise
activity performed from an IP Address. Technique used: Behavior Anomaly for
login activity

Activity by Terminated
User

Activity by Terminated User is an indicative of possible account misuse
activity or possible account compromise activity performed from an account.
Technique used: Identity based activity detection

User authenticating
from rare geo-location

Account authentication from a rare geolocationmay be indicative of a possible
account sharing or an account takeover attempt.Technique Used: Behavior
anomaly for geolocation associated with an entity

Landspeed Anamolies Landspeed violationmay be indicative of a possible account sharing or an
account takeover attempt.Technique Used: Landspeed anomaly detection

Multiple users
attempting
authentication from IP

Repeated authentication events may be indicative of amalicious entity
attempting to communicate to a Command and Control server or to receiving
themalicious payload.Technique Used: Aggregated event analysis onmultiple
authentication events

Spike in account
lockouts

Description: Spike in account lockout events could be indicative of a possible
bruteforce event.Technique: Behavior anomaly on the account lockout activity
for an account

Spike in authentication
failures

Abnormal number of logon failures could be indicative of a possible account
takeover attempt. Logon failure reason could further indicate the severity of
this attack.Technique: Behavior anomaly on the logon failure activity for an
account

Spike in password
resets

A spike in password reset attempts may be indicative of a possible account
takeover attempt.Technique: Behavior anomaly on the password reset activity

Abnormal number of
application access
attempts

Abnormal number of application access attempts is an indicative of possible
application enumeration activity performed from a compromised
accounts.Technique used: Behavior Anomaly for login activity
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User added and
removed

These temporary privilege escalation events may be indicative of a possible
backdoor access attempt to use elevated privileges.Technique: Entity
attribution

User authenticating
from rare useragent

Account authentication from a rare useragent may be indicative of a possible
malware.Technique Used: Behavior anomaly for useragent associated with an
entity

High number of
password reset
attempts from an IP

This could indicate a possible account takeover attempt. Unauthorized
password changes onmultiple accounts could also indicate denial of service.

References
Authentication API: https://developer.okta.com/docs/api/resources/authn.html

Event Information: https://developer.okta.com/use_cases/isv/isv-syslog-references#event-api-to-
system-log-api

Copyright © 2018 Securonix, Inc.
Page | 15

SNYPR 6.2 Data Source Guide
Okta Authentication

https://developer.okta.com/docs/api/resources/authn.html
https://developer.okta.com/use_cases/isv/isv-syslog-references#event-api-to-system-log-api
https://developer.okta.com/use_cases/isv/isv-syslog-references#event-api-to-system-log-api



	Okta Authentication
	Integration Benefits
	Okta Integration
	1. Create a Token
	2. Configure the Okta Connector in SNYPR

	Supported Collection Methods
	Functionality
	Taxonomy
	Device Event Field Mapping
	Okta Authentication Mappings to SNYPR Fields

	Common Events in Okta
	Event Categorization in SNYPR

	Available Policies
	References


