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Okta Authentication

Okta Authentication provides operation to authenticate users, perform multi-factor enrolliment and
verification, recover forgotten passwords, and unlock accounts. It can be used as a standalone API
to provide the identity layer on top of your existing application, or it can be integrated with the Okta
Sessions API to obtain an Okta session cookie and access apps within Okta.

This data source guide will provide information on how to integrate Okta Authentication and how
the data source events are parsed, normalized, and categorized to SNYPR fields. In particular, it
provides the following:

« Device event field mapping
« Device event severity mapping
« Device event categorization

To download the Okta Authentication parser from the Securonix Threat Library, search Available
Resources Types for Deployment by Vendor name or Functionality. Downloading the resource
downloads the parser along with the applicable dashboards, reports, policies and threat models.

Integration Benefits

Integrating Okta Authentication offers key benefits that help to improve existing infrastructure:

« Detect authentication attempts and password attacks
« Gain insight into user activity across your environment
o Reduce the risk of insider threats and data breach

« Identify suspicious users and compromised accounts
o Take immediate action against user accounts
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Okta Integration

Follow the steps below to integrate Okta into SNYPR.
1. Create a Token

Navigate to hitps://login.okta.com and sign in with your credentials.

okta

Sign In

[ ] Remember me

Meed help signing in?

Click APl > Tokens from the navigation menu.
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[oktq} Dashboard Applications

() Dashboard https://dev

Choose a quick start quide to get up and running In minutes.

HE ¢ H H - H

Android # Angular » Node s » React »

Click Create Token.

<> Developer ( ole Documentation & Support Sign out

[okta,] ashboard U . s Emails & SMS Settings Upgrade

Tokens
A Create Token
Find Token Sortby @ Last used: Most recent v
TOKEN TYPES (O Token Name Created Expires Last Used Revoke

HEALTH CHECK

Suspicious tokens

Enter a name for your token, then click Create Token.
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Create Token

What do you want your token to be named?

The token name above will be used within SNYPR when you set up the Okta

connector.

Make a note of the Token Value then click OK, got it.

Create Token

Token created successfully!

Please make a note of this token as it will be the enly time that you will be able to view I
After this, it will be stored as a hash for your protection.

Token Value

009x38P4cBaptv0Og2GrlkWaAMEIbCTuC )-mg3NR4AN ﬁ:-
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0 This is the only time that you will be able to view your Token Value. Once you click

OK, got it, the Token Value will be stored as a hash for your protection.

2. Configure the Okta Connector in SNYPR

Navigate to Menu > Add Data > Activity then click + > Add Data for Existing Device Type.

Add Data
Activity Import

MENU w

Datasource

Import activities from files, applications, databases,
security products, network devices & other sources.

# Add Data for Existing Device Type %

+ Create Custom Device Type
Bluecoat Proxy 21« N

Click Functionality and select the following values in the dialog box:

« Functionality: Single Sign-On/SSO/ Authentication
« Device Types: OktaSystems

« Collection Method: Key Value Pair [okta]
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DEVICE TYPE INFORMATION

Vendor ~ OR  Functionality ~

Functionality Device Types Collection Method

Single Sign-On / SSO

Authentication

73]
w

OktaSystems > Key Value Pair [okta]b

Enter a Datasource Name in the Device Information section.

DEVICE INFORMATION

Datasource Mame

OktaSystems

IP Address Or Host Name

Specify timezone for activity logs

EDT v

Enter the URL and Token value within the Connection Properties section.
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COLLECTION METHOD

URL

https://dev-305733-admin.oktapreview.com/api/v1

Token

006mzvOhSXQPPbcdu2kl0JpxalxklFCI9PrJSxx-SH

Import Events From

2018/01/01 00:00:00

Batch Size

500

Polling Interval (In Seconds)

5

Filters to pull data from Okta

Parsing Technigue

Key Value Pair

Click Save & Next, then click EXTRACT FIELDS to parse the fields and map them to
corresponding SNYPR attributes.
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2) Parsing & Normalization Prev

published action message

R [ese—m— et reuens ] a1 ] ars 1 deoiome

EDIT LINE FILTER

e Fite ame sctorsogin Gccounioan) J actoretaectyos | actors210 )l actors2ietoame Jf actors 2iondires | o110 | argt-.cispotame Jf s 1,00

CANCEL EXTRACT FIELDS

sessionld=1022PPLRvrJRXuBAG1 Tn-kjGw q1 7-E1 M DUV P 18-02-08721:07.08.000Z action.message=Sign-in successful

sessionld=’ fUKVTOIg qf JBOEN2Zi M I P 18-02-08T21:07:23.0002 action.message=User logged in to the Admin app

You can now find events from this datasource in spotter using the syntax resourcegroupname=
<datasource name>. Example: resourcegroupname=okta_securonix_console.

SUMMARY ~ SEARCHRESULTS  CAGHED QUERIES  SAVED QUERIES  CONSOLE  VIEW JOBS

! 4 4 \ r ' ¢ ' 4 v v . T
Feb o7 Feb0g Fen 11 Fen 13 Feb 15 Feo 17 Feb 19 Feb21 Fen23 Fenzs Feb 27 Mar 01 War 03 Maros Mar07 Mar 09

Hide Fields B Reports 12345

iation type: IDP_INITIATED , resourcegroupname = okla_securonix_console , rg_functionality = okta ,

v Selected Fields & FRI, 9MAR 2018 @ 122159 PM ~  resourcegroupname: okta_securonix_console

accountname = TPONNATHOTA@SECURONIX.COM , tr
rg_vendor = okta , resourcename = okta_securonix_console , baseeventid = tevedaN_VriQLZGORbIXbCIGw1 520619719000 , categorysever

g1 = User performed single sign on to app. SSO is of type: SAML_2_0 wit

DEVICE

FRI, 9MAR 2018 @ 122159 PM ~  resourcegroupname: okta_securanix_console [

SOURCE ACCOUNT [E)  accountname = TPONNATHOTA@SECURONIX.COM , transactionstringT = User performad single sign on to app. SSO is of type: SAML_2.0 with initiation type: IDP_INITIATED , resourcegroupname = okta_securcnix_console , rg_functionality = okta ,

rg_vendor = okla , resourcename = okla_securonix_console , baseeventid = teve9aN_VriQL2GORbIXbCIGW1520619719000 , categorysever

Supported Collection Methods

The method of collection is API.

Functionality

The functionality of Okta Authentication is Single Sign-On / SSO / Authentication. See Use
Cases by Functionality for a complete list of policies for this functionality.

Taxonomy

Securonix Open Event Format (OEF) 1.0 is used. OEF is an event interoperability
standard/schema. It provides a set of standardized attributes (fields) for consistent representation
of logging output from disparate security and non-security devices and applications. For additional
information, refer to the Data Dictionary section on the Securonix documentation portal.
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Device Event Field Mapping

This section lists the mappings of SNYPR fields to the device fields.

Okta Authentication Mappings to SNYPR Fields

eventld baseeventid
sessionld sessionid
published DATETIME
action.message message
action.objectType resourcetype
action.requestUri requesturl
actors-1.id customstring1
actors-1.displayName accountowner
actors-1.ipAddress sourceaddress

actors-1.objectType

sourceuserprivileges

actors-1.login

sourceusername

actors-2.id

requestclientapplication

targets-1.displayName

destinationusername

targets-1.objectType

destinationuserprivileges

requestld

Alertld

targets-1.login

destinationuserid

targets-2.displayName

additionaldetails1

targets-2.objectType

additionaldetails2

actors-2.ipAddress

translatedipaddress

Common Events in Okta

This section provides common successful events, common failure events, and other notable
events that appear in Okta's corpus of data.
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Successful Events

Use the list below to gain a better understanding of the expected messages for successful events:

« Add user to application membership

« User single sign on to app

o Remove users application membership

» Userlogin to Okta

« Push users profile to external application

« Successfully imported new member to an app group
« Syncuser in external application

» Updated user application property

Failure Events

Use the list below to gain a better understanding of the expected messages for failure events:

« Userlogin to Okta

» Perform RealTimeSync by AD agent

« Authenticate user with AD agent

« Authentication of user via Radius

« User reset password for Okta (by Admin)

« User attempted unauthorized access to app
« Connect AD agent to Okta

« Authentication of user via MFA

Other Notable Events

Events for failed multifactor verification and failed authentication attempts are potential indicators
of abuse. Additional context provided in the log will allow for pivoting this information based on
things like Target User, Client IP address, User-Agent and more.

Event Categorization in SNYPR

SNYPR categorizes each event it ingests in order to normalize syntax across multiple
functionalities, vendors, and datasources.This section contains the rules used to categorize the
events.

UserAuthenticationSuccess | User Authentication Success
UserAuthenticationFailure User Authentication Failure
AccountAccessAttempt Account Access Attempt
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Available Policies

The following policies are available for Okta:

Abnormally high number
of failed logon attempts
detected from Network
Address

Abnormal high number of failed logon attempts detected from Network
Address is an indicative of possible account takeover activity performed from
an IP Address. Technique used: Behavior Anomaly for failed login activity

Possible Attempted
account enumeration
based compromise

Possible Attempted account enumeration based compromise is an indicative
of possible account enumeration activity or possible account compromise
activity performed from an IP Address. Technique used: Behavior Anomaly for
login activity

Activity by Terminated
User

Activity by Terminated User is an indicative of possible account misuse
activity or possible account compromise activity performed from an account.
Technique used: Identity based activity detection

User authenticating
from rare geo-location

Account authentication from a rare geolocation may be indicative of a possible
account sharing or an account takeover attempt. Technique Used: Behavior
anomaly for geolocation associated with an entity

Landspeed Anamolies

Landspeed violation may be indicative of a possible account sharing or an
account takeover attempt. Technique Used: Landspeed anomaly detection

Multiple users
attempting
authentication from IP

Repeated authentication events may be indicative of a malicious entity
attempting to communicate to a Command and Control server or to receiving
the malicious payload. Technique Used: Aggregated event analysis on multiple
authentication events

Spike in account
lockouts

Description: Spike in account lockout events could be indicative of a possible
bruteforce event. Technique: Behavior anomaly on the account lockout activity
foran account

Spike in authentication
failures

Abnormal number of logon failures could be indicative of a possible account
takeover attempt. Logon failure reason could further indicate the severity of
this attack.Technique: Behavior anomaly on the logon failure activity for an
account

Spike in password
resets

A spike in password reset attempts may be indicative of a possible account
takeover attempt. Technique: Behavior anomaly on the password reset activity

Abnormal number of
application access
attempts

Abnormal number of application access attempts is an indicative of possible
application enumeration activity performed from a compromised
accounts. Technique used: Behavior Anomaly for login activity
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Okta Authentication
User added and These temporary privilege escalation events may be indicative of a possible
removed backdoor access attempt to use elevated privileges. Technique: Entity

attribution

User authenticating
from rare useragent

Account authentication from a rare useragent may be indicative of a possible
malware. Technique Used: Behavior anomaly for useragent associated with an
entity

High number of
password reset
attempts from an IP

This could indicate a possible account takeover attempt. Unauthorized
password changes on multiple accounts could also indicate denial of service.

References

Authentication API: https://developer.okta.com/docs/api/resources/authn.html

Event Information: https://developer.okta.com/use_casesl/isv/isv-syslog-references#event-api-to-

system-log-api
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