How to guide:

Deploy Okta’s SWA Plug-In for

Microsoft Edge with System Center
Configuration Manager and the
Windows Store for Business

Okta’s Secure Web Authentication (SWA) plug-in for

the Microsoft Edge browser offers a seamless login
experience to applications that do not support federated
single sign on. When you enable SWA for an app,

end users see a link below their app icon on their My
Applications page. Selecting the link enables them to set
up and update their credentials for that app. Okta stores
the end user’s credentials in an encrypted format using
strong AES encryption combined with a customer-specific
private key. When end users click an application icon,
Okta securely posts their credentials to the app login
page over SSL and the user is automatically signed in.

We have introduced a Secure Web Authentication
plug-in for the Windows Edge browser, which can
be downloaded via the Microsoft Store:

Okta Secure Web Authentication Plug-In.

For customers using the Windows Store for Business
integration with System Center Configuration Manager,
this guide outlines how to deploy the Secure Web
Authentication plug-in for Edge via the Windows Store for
Business integration.

Integrate the Windows Store for
Business with System Center
Configuration Manager and deploy
Okta Secure Web Authentication
Plug-In as an “Online” install

Note: The Okta Secure Web Authentication plug-in
is an Online licensed application. Please see the
requirements on Microsoft’s documentation for

device management options to install Online licensed
applications when using the Windows Store for Business
with Configuration Manager.

Step 1 — Enable your System Center Configura-
tion Manager site for pre-release features and
add the Windows Store for Business feature

The first thing that you will want to do is enable the site
for pre-release features.

1. In Configuration

A o |
& |

Manager, navigate to

2,

Administration—Site

: H f Hierarchy Feedback g
Configuration—Sites. Cre'ate St &
Choose the top-level i ot e ¢

site in your hierarchy, ? [ ——

and choose Hierarchy TR —

Administ

Settings across
the top ribbon.


https://www.microsoft.com/en-us/store/p/okta-secure-web-authentication-plug-in/9pkzgd0qvlx6?SilentAuth=1&amp;wa=wsignin1.0
https://docs.microsoft.com/en-us/sccm/apps/deploy-use/manage-apps-from-the-windows-store-for-business
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2. Check the box for Consent to use Pre-Release
Features. This will allow you to turn on the Windows
Store for Business Integration feature in the next step.

[] Consent to use Pre-Release features

By checking this box, you agree to the use of preelease features that might be included in Corffiguration Manager for early
testing. Pre-release software might not work the same way as a production-eady version of the software. It is also possible
that pre-elease software remains pre-release only, and will not be included as a production-ready feature.

The consent to use preelease features is a permanent choice that cannot be undone.

After consenting to use pre-release features you tum them on in Administration - Overview - Cloud Services - Updates and
Servicing.

3. Now go to Administration—Updates and Servicing—
Features. You will see the Windows Store for Business
Integration feature listed here. Choose Turn On.

4. You will be notified that the feature will be
replicated and enabled across all site servers
in your System Center Configuration Manager
hierarchy. Click OK if you want this feature to be
enabled on all site servers.

Passport for Work Release

Switch Software Update Point Release

Windows Store for Business Integration e
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Configuration Manager

This feature will now be replicated and turned on on all site servers in
! your Configuration Manager hierarchy.

After the process is completed the Configuration Manager Console will
update itself the next time console starts.

Do you want to turn on this feature?

e [

5. After re-opening the Configuration Manager console,
you’ll see the Windows Store for Business node
available under Administration—Cloud Services.

After the Windows Store for Business feature has been
activated in your Configuration Manager site, you

will need to register Configuration Manager as a web
application management tool for the Store for Business.
This is done using the Azure portal, and will allow

for Windows Store for Business apps to sync to
Configuration Manager.

Step 2 — Add Configuration Manager as a
web application management tool

1.

In your browser, go to https://portal.azure.com.

Find the Azure Active Directory node on the left.
Click on Enterprise Applications.

Choose the option for

New Application, and under BER Application
X HR™ you're
the Add your own app section, developing
choose Application you're Register an app you're
d I . working on to integrate it
eve oplng. with Azure AD

Choose New Application

Registration and enter

the following:

Name (you will use this in the Store for Business later)
Application Type: Web Application/Web API

Sign-on URL: This can be any URL and doesn’t need
to resolve to an external address (for example,
https://atkodemotest.com/sccm)

Go ahead and choose — ——
Create the application.
Hsave X Discard

We’ll need to note down

* Name @

the ApplicationID and WSfB-SCCM
Key associated with the fbject'“ |
|

app. Click on Properties,

Application ID @

and note down the |
value for ApplicationID. TApIDURO
https://atkocorp.onmicrosoft.com/d0f181b0...
We will need to enter Bao
this into Configuration
WS

Manager later.

Upload new logo @
Select a file E

Home page URL @

https://atkocorpsccm.com/sccm

Logout URL

Application type
[ Web app/API

Multi-tenanted @


https://portal.azure.com/
https://atkodemotest.com/sccm
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5. Go back one page to the Settings for this app, 3. Type in the name of the web application that you had
and under the API Access section, choose Keys. created in Azure earlier and click Add
Mianagement t100Is
API ACCESS These settings allow you to configure a mobile device management (MDM) tool to synchronize your Microsoft Store for Business inventory

Pick a tool from the list to activate.
Is your tool not on the list? Make sure it's in your Azure Active Directory. Still not there? Select Add management tool below.

. - . Get more info
. Required permissions >
-+ Add management tool
Keys > iy e e
Microsoft Intune Inactive Activate

| WsfB-SCCM Active Deactivate

6. Enter a description and expiration & choose Save.
The key value will be displayed now—note this value 4. Make sure you click Activate next to the application,
down as we will need to enter it to Configuration or the upcoming steps will result in errors.

Manager later.
Note: only one management tool can be active at a

Aopregistations > WS-SCCM > Setngs 5 Keys O Search resources, services and docs { time, so if you already have another management tool
Ke . . . . .
> activated, it will need to be deactivated before going

through the next steps.

DESCRIPTION EXPIRES VALUE

Wsfb-SCCM 12/31/2299 Hidden

The next step is to add applications to your private

The next step is to add Configuration Manager as a store in the Windows Store for Business, so that those

) . . applications can sync with Configuration Manager.
management tool in the Windows Store for Business. PP y 9 g

In this case, we’ll add the Okta Secure Web
Authentication Plug-In.
Step 3 — Add System Center Configuration

Manager as a management tool in the Windows Step 4 — Add the Okta Edge Extension to your

Store for Business private Windows Store for Business

1. Login to the Windows Store for Business at ) ) .
1. In the Windows Store for Business portal, click on

https://www.microsoft.com/en-us/business-store.

Shop for my group in the top right.

2. Go to Manage—Settings—Distribute. You'll see o ) . .
2. Search for the application you want to install—in this

a Management tools section here. Choose Add . o
case it is Okta Secure Web Authentication Plug-In.

management tool.

Manage / Settings / Distribute
okta secure web /O

Settings PN Okta Secure Web A...

' Oxta Secure Web Authentication Plu

Shop Distribute Devices


https://www.microsoft.com/en-us/business-store
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3. Click on Get the app. You'll also see a note that this
app is an extension for Microsoft Edge.

Okta Secure Web
Authentication Plug-in

Okta Inc.
* ¥k ok ok (7)

Free

=

+ This product is an extension for Microsoft Edge
May require certain hardware. See System Requirements for details.

4. YouU'll see a notification that the extension has been
added to your inventory.

Thanks for your order

Okta Secure Web Authentication Plug-in
lhas been purchased and added to your

inventary.

5. Next, click the [:--] button and choose Add to private
store. You will see a notification that adding this app
to the private store could take up to 36 hours.

Okta Secure Web
Authentication Plug-in

Okta Inc.
*kk ok k (7)
Free

- |@

+ This productisan of oo
May require certain hg

Add to private store

Now you can head back to Configuration Manager,
where we will finalize the integration.

Step 5 — Complete the Windows Store for
Business Integration with Configuration Manager

1. Go to Administration—Cloud Services—Windows
Store for Business. Choose the option to Add
Windows Store for Business Account.

‘
e

Add Windows Store for
Business Account

2. Enter your Microsoft tenant ID(xyz.onmicrosoft.com)
and the ApplicationID and client key from the Azure
Active Directory application which was created earlier.
Also, specify a location to which Offline Windows
Store for Business applications will be downloaded
(this should be a UNC path accessible by the server).
Complete the setup wizard.

3. Inthe console, you’'ll see an entry for your Windows
Store for Business account. You can now right click
on the account and choose the option to Sync from
Windows Store for Business.

Windows Store for Business 1 items

Content Location
\ATKOCORPSCC...

Client ID  Last Sync Status Last Sync Time Last Successful Sync Time
416437...  Succeeded 10/19/2017 44...  10/19/2017 4:41 AM

Icon Tenant ID

] atkocorp.onmicrosoft.com

4. When the sync is complete, go to Software Library—
Application Management—License Information for
Store Apps, you will see all the applications from
your private Store for Business inventory

Icon Name Publisher | License Ty
| F§  AdBlock Betafish  Online
o Evernote Web Clipper Evernote  Online
”:"i Excel Mobile Microso... Online
”—_"3 Fresh Paint Microso... Online
”Ti Microsoft Power Bl Microso... Online
(o} Okta Secure Web Authentication Plug-in Okta Inc.  Online
i Okta Verify OktaInc.  Online
o OneNote Microso...  Online

Now we can go ahead and create and deploy the Okta
Secure Web Authentication Plug-In.
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Step 6 — Create and deploy the Okta Secure

Web Authentication Plug-In with Configuration

Manager

1. Right click on the Okta Secure Web Authentication
Plug-In, and choose Create Application. Follow the
application wizard to complete create the application

for the Okta Secure Web Authentication Plug-In.

View imported information

(@A Pevication information successfully imported from the Windows app package {nthe Windows
Y Store)file.

[Deployment type name: Windows StoreBSP Deeplink DT _Okta Secure Web Authentication Plug-in -
Windows app package (in the Windows Store!

Detection Method.
[Name:B07C4B43 OktaSecureWebAvthenticationPlug-n
[Publisher-Okta Inc
lersion
[Publisher ID:84p6naéx7gm22)

To modify any details from the imported information, click Next. To exit this wizard without creating the

€ 5[ [E \ » Soamlbay » Oveniew » ApplcationManagement » Applcations >
Software Lbrary « Applctions 2 tems
oy - X[ Seaeh | A Crtria >
4 Application Management Name. = Ocployment Types | Deployments | Status
« [ Applatons Adtock 1 ' Actve
3 Micosot Edge Etsions Atko - Ota Secure Web Authetication Pagrin 1 o Actve

1 st Sore A
(1 Okta Apps.

2. The application you just created will be in the
top-level Applications node in the console.

@ 5 (01 | o Sohewsliny ¢ Dweves » Ansicoon Vemgemer + dopicimons +
[ u Applesman 1 o
© & Ccmen o= W
o s Wit g e e e ]
T ppsemans B e [ ' fin
~ Narvach ge Lrwesce BT e Cane Seern St At g i 8 P,
] S g

Now we can deploy the Okta Secure Web
Authentication Edge extension to a Windows 10
machine. Right click on the Okta Edge extension,
Deploy, and choose a collection to which this
application will be deployed. Follow the deployment
wizard to complete the deployment, just as you
would for any other Configuration Manager
application deployment.

Specify general information for this deployment

Software: [Atko -Okta Sefure Web cation Plugin ] | Bowse.
Collection: [ Windows 10 | [ Bowse.. |
Use defautt distribution point groups associated to this collection
M distribute content for
Comments (optional):
b Deploy Software Wizard X
@ Deployment Settings
e Specify settings to control how this software is deployed
Content
Scheduling hton = =
User Experience
Aets Pupose Avaiable v
Summary
s qure admiisrator approval # o
Completion
<Previous | [ Nea> || Summary Cancel
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=) Deploy Software Wizard X

@ Scheduling

e Specify the schedule for this deployment
Content
Deployment Settings
Tris appcaton il b avaable 3 soon a5 possble b defut.  this splcation shid e made avaiabe ot 3
dffere time, change the avaiabilty tim to the desired UTC time.
User Experience

Alerts

Summary

Progress Time based on: ute N

[ Schedule the application to be available at:
[1011572017 |[s20Am s

Completion

<Previous [ Net> | Summary Cancel

@ The Deploy Software Wizard completed successfully

Details:

0 Success: General
« Software: Atko - Okta Secure Web Authentication Plug-in
« Collection: All Windows 10 (Membef Count 4)
« Use default distribution point grou to this collection: Disabled
« Automatically distribute content fof deoendenuﬁ Enabled

o Success: Deployment Settings
« Action: Instal
« Purpose: Avall ble
« Allow clients to use a metered Internet connection to download content: Disabled

o Success: i Settings from ication in software library)
« Application Name: Atko Okta Secure Web Authentication Plug-in
« Application Versiol

« Application Deploymenl Types: Windows app package (in the Windows Store)

o Success: Scheduling
« Time based on: UTC
« Available Time: As soon as possible
« Deadline Time: Disabled -
» Delaved enf on it Disabled
To exit the wizard, click Close.

< Previous Next > Summary Close

Now you can install the Okta Secure Web Authentication
Plug-In extension on your Windows 10 machines.



