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Disclaimer

This presentation contains “forward-looking statements” within the meaning
of the “safe harbor” provisions of the Private Securities Litigation Reform Act
of 1995, which may include, but are not limited to, statements regarding our
financial outlook, product development and market positioning. These forward-
looking statements are based on current expectations estimates forecasts and
projections. Words such as “expect” “anticipate” “should” “believe” “hope”
“target” “project” “goals” “estimate” “potential” “predict” “may” “will” “might”
“could” “intend” “shall” and variations of these terms or the negative of these
terms and similar expressions are intended to identify these forward-looking
statements. Forward-looking statements are subject to a number of risks and
uncertainties, many of which involve factors or circumstances that beyond
Okta’s Control.
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The market for our products may develop more slowly than expected or tan it
has in the past; quarterly and annual operating results may fluctuate more than
expected variations related to our revenue recognition may cause significant
fluctuations in our results of operations and cash flows; assertions by third
parties that we violate their intellectual property rights could substantially harm
our business; a network or data or our security incident that allows
unauthorized access to our network or data or our customers data could harm
our reputation, create additional liability and adversely impact our financial
results; the risk of interruptions or performance problems, including a service
outage, associated with our technology; we face intense competition in our
market, weakened global economic conditions may adversely affect our
industry; the risk of losing key employees; changes in foreign exchange

rates; general political or destabilizing events, including war, conflict or acts of
terrorism; and other risk and uncertainties. Past performance is not necessarily
indicative of future results.

Further information on potential factors that could affect our financial
results is included in our Annual report on form 10-K for the year ended
January 31, 2018 and other filings or reports filed with the securities and
exchange commission that are posted at investor.okta.com

Any unreleased products, features or functionality referenced in this
other presentations, press releases or public statements are not currently
available and may not be deliver any product, feature or functionality.
Customers who purchase our products should make their purchase
decisions based upon features that are currently generally available.

The forward-looking statements contained in this presentation represent
the company’s estimates and assumptions only as of the date of this
presentation. Okta assumes no obligation and does not intended to
update these forward-looking statements whether as a result of new
information, future events or otherwise.

This presentation contains estimates and other statistical data that
we obtained from industry publications and reports generated by third
parties. These data involve a number of assumptions and limitations,
and you are cautioned not to give undue weight to such estimates.
Okta cannot guarantee their accuracy or completeness.

Expectations, estimates, forecasts and projections are subject to a
high degree of uncertainty and risk. Many factors, including these that
are beyond Okta’s control, could cause results or outcomes to differ
materiality from those expressed in the estimates made by the
independent parties and by Okta.







AD = Center of Gravity for Identity
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Web Applications = WAM
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Device Management = EAS
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The DMZ was the Perimeter




The World is Changing

THE WORLD BEFORE THE WORLD TODAY
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Enterprise Datacenter to Services

~ Enterprise Data
Center




New Use Cases & Client Types




Multiple Identity Providers
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Mobile is the center of gravity for identity
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Consumerization of IT (ColT)




Shadow IT
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SaaS
Apps




CorpNet: The crown jewels for insider attacks

got root?




ldentity is the New Perimeter

3:21 pmET
May 11, 2015 SECURITY

Google Moves Its Corporate
Applications to the Internet “assumes that the

ARTICLE = COMMENTS (20) | nte rn a | n etWO rk |S a S

AUTHENTICATION BEYONDCORP CORPORATE NETWORK CYBERSECURITY GOOGLE d -th
S v EICZIEEEN angerous as ine

By RACHAEL KING | n-t rn -t”
Google Inc.[GOOGL -1.42% ), taking a new approach to enterprise security, is moving its e e
corporate applications to the Internet. In doing so, the Internet giant is flipping common
corporate security practice on its head, shifting away from the idea of a trusted internal
corporate network secured by perimeter devices such as firewalls, in favor of a model
where corporate data can be accessed from anywhere with the right device and user
credentials.

The new model — called the BeyondCorp initiative — assumes that the internal network is
as dangerous as the Internet. Access depends on the employee’s device and user
credentials. Using authentication, authorization and encryption, the model grants
employees fine-grained access to different enterprise resources, wrote Google’s Rory
Ward and Betsy Beyer in a paper published in December.




Access is a Layer /7 problem

“connect first, authorize second” === “authorize first, connect second”
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The future of identity + security

Attribute Attestation & Governance

Continuous Authentication

Shared Signals

Risk-based Dynamic Access Control
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Attribute Authorities
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Attribute Attestation
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Governance of data and privacy

Different users often have different claims to data

loT Data
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EU General Data




The future of identity + security

Attribute Attestation & Governance

Continuous Authentication

Shared Signals

Risk-based Dynamic Access Control
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The Security Challenge

ou want to allow the following program to make

changes to this computer?

Program name:  Microsoft Management Console
Verified publisher: Microsoft Windows

(%) Show details Yes  |[ N0

Change when these notifications appear

Deployability




Many Attempts at Strong Authentication
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Killing the Password is Hard
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Browser-based authentication was stuck in the 90’s
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FIDO & Web Authentication

0 alliance STANDARD wo
Leading browser vendors are implementing new W3C standards for
FIDO Authentication, opening a new era of ubiquitous, hardware-backed
protection for everyone using the internet
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Modern Passwordless Authentication

AUTHENTICATOR
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Assurance decreases over time

Assurance

Time



Modular Assurance

0 A

1 2 3 Contractors
same ’
unique yes
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Continuous Authentication

Assurance

Time
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Long-term sessions with continuous authentication

Token Binding




Long-term sessions with continuous authentication

Session Revocation
& Logout




Blockchain & Distributed Ledgers
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The future of identity + security

Attribute Attestation & Governance

Continuous Authentication

Shared Signals

Risk-based Dynamic Access Control

|00




The challenge of account recovery

HOW APPLE AND AMAZON
SECURITY FLAWS LED TO MY EXPERTS
BPIC HACKING ONLY

-
-
KrebsonSecurity ,
In-depth security news and investigation =

ADVERTISING/SPEAKING | ABOUT THE AUTHOR

18 T-Mobile Empl Made Unauthorized ‘SIM Swap’ to Steal Insta
- ozulr: mployee Made Unauthori wap’ to Steal Instagram EXTREMELY
DIFFICULT

Mark Zuckerberg'’s Twitter and Pinterest accounts
hacked, LinkedIn password dump likely to blame

TAGS: FACEBOOK, LINKEDIN, MARK ZUCKERBERG, PINTEREST, TOP-STORIES, TWITTER



Chain of account recovery
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Shared Signals

ldentity
Provider (IdP)

Signals Service
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|dPs often know security risks before
the Service Provider
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Unauthorized machine access
Account recovery
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New payment method
New shipping address



Shared Signals Example
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Takes an ecosystem...

Endpoint Security /
Management

VPN/Proxies/WAF

Threat Intelligence

okta




The future of identity + security

Attribute Attestation & Governance

Continuous Authentication

Shared Signals

Risk-based Dynamic Access Control
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Risk Profiles
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Real-time |ldentity Intelligence

Humans are not able to prevent,
detect and respond in this new
world to internet scale problems
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Risk-based dynamic access control
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Device Identity Authenticator Federation
Assurance Assurance Assurance Assurance
Level Level Level Level




g g Context-aware Access Management
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“We have to stop trying to authenticate the person;
instead, we need to authenticate the transaction”

— Bruce Schneier @schneierblog



Right people to right things for the shortest time possible



Risk-based dynamic access control

Sharing settings

Link to share (only accessible by collaborators)

iment/d/1kMdQm6aCl7gbSMxWPKDgeoHZvo10dkPIK5bLIA-KoAM/edit?usp=sharing

Who has access
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Owner settings Learn more
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Disable options to download, print, and copy for commenters and viewers

#9000 Verizon & 9:34 AM

Share Approval Request
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09:34:01 AM
Aug 21, 2016

okta.okta.com
CHROME
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The future of identity + security

Single identity system for all your people, devices,
services, & things

Attributes with authority, context, and attestation

Continuous authentication that is user-centric

Access control that is dynamic and based on risk

Shared signals across ecosystem & app boundaries
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