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This presentation contains “forward-looking statements” within the meaning 
of the “safe harbor” provisions of the Private Securities Litigation Reform Act 
of 1995, which may include, but are not limited to, statements regarding our 
financial outlook, product development and market positioning. These forward-
looking statements are based on current expectations estimates forecasts and 
projections. Words such as “expect” “anticipate” “should” “believe” “hope” 
“target” “project” “goals” “estimate” “potential” “predict” “may” “will” “might” 
“could” “intend” “shall” and variations of these terms or the negative of these 
terms and similar expressions are intended to identify these forward-looking 
statements. Forward-looking statements are subject to a number of risks and 
uncertainties, many of which involve factors or circumstances that beyond 
Okta’s Control.

The market for our products may develop more slowly than expected or tan it 
has in the past; quarterly and annual operating results may fluctuate more than 
expected variations related to our revenue recognition may cause significant 
fluctuations in our results of operations and cash flows; assertions by third 
parties that we violate their intellectual property rights could substantially harm 
our business; a network or data or our security incident that allows 
unauthorized access to our network or data or our customers data could harm 
our reputation, create additional liability and adversely impact our financial 
results; the risk of interruptions or performance problems, including a service 
outage, associated with our technology; we face intense competition in our 
market, weakened global economic conditions may adversely affect our 
industry; the risk of losing key employees; changes in foreign exchange 
rates; general political or destabilizing events, including war, conflict or acts of 
terrorism; and other risk and uncertainties. Past performance is not necessarily 
indicative of future results.

Further information on potential factors that could affect our financial 
results is included in our Annual report on form 10-K for the year ended 
January 31, 2018 and other filings or reports filed with the securities and 
exchange commission that are posted at investor.okta.com 

Any unreleased products, features or functionality referenced in this 
other presentations, press releases or public statements are not currently 
available and may not be deliver any product, feature or functionality. 
Customers who purchase our products should make their purchase 
decisions based upon features that are currently generally available. 

The forward-looking statements contained in this presentation represent 
the company’s estimates and assumptions only as of the date of this 
presentation. Okta assumes no obligation and does not intended to 
update these forward-looking statements whether as a result of new 
information, future events or otherwise. 

This presentation contains estimates and other statistical data that 
we obtained from industry publications and reports generated by third 
parties. These data involve a number of assumptions and limitations, 
and you are cautioned not to give undue weight to such estimates. 
Okta cannot guarantee their accuracy or completeness. 

Expectations, estimates, forecasts and projections are subject to a 
high degree of uncertainty and risk. Many factors, including these that 
are beyond Okta’s control, could cause results or outcomes to differ 
materiality from those expressed in the estimates made by the 
independent parties and by Okta. 

Disclaimer





AD = Center of Gravity for Identity



Web Applications = WAM



Device Management = EAS



The DMZ was the Perimeter



Software is One Industry

Employees

CIOs are Technology Operators

THE WORLD BEFORE

The World is Changing

Software is Eating the World

CIOs are Business Enablers

THE WORLD TODAY

Partners

Employees

Contractors

Customers



Enterprise Data 
Center

Enterprise Datacenter to Services



New Use Cases & Client Types



Multiple Identity Providers

Organizational Identity

Professional Identity

Social Identity

National Identity

Device Identity

Partners

Employees

Contractors

Customers

Identity 
Store



Mobile is the center of gravity for identity



Consumerization of IT (CoIT)



Shadow IT

10x 
More 
SaaS 
Apps



CorpNet: The crown jewels for insider attacks

got root?



Identity is the New Perimeter

“assumes that the 
internal network is as 

dangerous as the 
Internet”



Access is a Layer 7 problem

User

Device

Assurance

Attestation

Dynamic Trust 

Conditional Access

Server

App

API

“Thing”

Resources

“connect first, authorize second” “authorize first, connect second”



The future of identity + security



Attribute Authorities

Roles

Last Name

First Name

Team

Email

Phone

OS

Version

MDM Enrolled

Passcode 
Exists

Block Level
Encryption

FIDO Certified

User Presence

TPM

Partner Status



Attribute Attestation

real-time

liability

duplicity

veracity

sensitivity



Governance of data and privacy

IoT Data Actor Claim Holders Data Claims

• GPS location
• Speed
• Mileage
• Acceleration
• Battery
• Radar
• Temperature

Driver

Do not track my location Discard

Track Battery Usage Encrypt

Owner

Publish Battery for 
Statistics

Anonymize

Different users often have different claims to data



GDPR
EU General Data

Protected Regulation



The future of identity + security



The Security Challenge

Security

DeployabilityUsability



Many Attempts at Strong Authentication



Killing the Password is Hard

• More Accessible & 
Efficient to Use

• Easier to Recover

• Negligible Cost per-User

• Server/Browser 
Compatible



Browser-based authentication was stuck in the 90’s



Poor Easy
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FIDO & Web Authentication



Modern Passwordless Authentication

AUTHENTICATOR

LOCAL ONLINE



Assurance

How sure am I that you are 
who you say you are?



Assurance decreases over time

Time

A
ss
u
ra
n
c
e



Modular Assurance

Partners

Employees

Contractors

Customers



Continuous Authentication
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Long-term sessions with continuous authentication

Token BindingTLS



Long-term sessions with continuous authentication

Session Revocation 
& Logout



Blockchain & Distributed Ledgers



The future of identity + security



The challenge of account recovery



Chain of account recovery   

# Port
# Recycle

Voicemail
Call Forward
Email Forward

Helpdesk
Service Agent

Account Recovery 
for Recovery Account 

Mobile Operator

Apps & VOIP

Primary Email Provider

Second Email Provider

Connected Apps

Voice
SMS

SMS

Voice

Email



Shared Signals
IdPs often know security risks before 
the Service Provider

ü Credential theft 
ü Unauthorized machine access 
ü Account recovery 
ü Account is abusive

IdPs can share visibility to key events
ü Password reset
ü Account recycling
ü Account suspension
ü Token revocation
ü New payment method
ü New shipping address



Shared Signals Example

Identity Provider

Connected 
Cloud App
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Takes an ecosystem… 



The future of identity + security



Risk Profiles



Real-time Identity Intelligence

Humans are not able to prevent, 
detect and respond in this new 
world to 

HacktivismCrimeEspionage

MischiefWarfare Terrorism



Risk-based dynamic access control

156 723
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Assurance 
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Federation 
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Authenticator
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Identity

Apps

Time

Location

Devices 
& 

Protocols Activity

Behavioral 
Analytics

Risk 
Assessment

Adaptive Policy

Allow, 
Deny, 

or 
Challenge

Restrict App 
Scope/Actions

Alert/Report

Context-aware Access Management



“We have to stop trying to authenticate the person; 

instead, we need to authenticate the transaction”

— Bruce Schneier @schneierblog



Right people to right things for the shortest time possible



Risk-based dynamic access control

Customers

Partners
@acme.com 
IdP



The future of identity + security

Single identity system for all your people, devices, 
services, & things

Attributes with authority, context, and attestation

Continuous authentication that is user-centric

Shared signals across ecosystem & app boundaries

Access control that is dynamic and based on risk



Thank You


