INNOVATION IN GOVERNMENT

—

MODERNIZING
CYBERSECURITY

An adaptive response strategy can help agencies combine

security insights from across the enterprise and fight threats

in a more cohesive, effective manner

;- e Learn more at carahsoft.com/innovation Ca rah

|

t

2

Adaptingto a
changing threat
landscape

4

Cyberthreats’
new nemesis

)

DevOps: Greater
than the sum
of its parts

8

Combating
threats with
true visibility

10

Adapting data
analytics to new
cyber challenges

12

Advances in
identity and risk
management

14

Putting threats
into context

16

NIST’s new
guide to cyber
resiliency


http://carahsoft.com/innovation
http://carahsoft.com/innovation

ADAPTIVE RESPONSE

Modern tactics for
today's cyber battlefield

Agencies’ IT systems have been built on a castle-and-moat defense model.
But when it comes to safeguarding critical information assets, organizations
must adapt to adversaries who are using guerilla tactics and no central

command structure.

Putting threats
into context

Advances in data analytics and user
authentication bolster agencies’ defenses

OUR TECHNOLOGY ARCHITECTURES nave
historically been designed to provide network-based defense

in depth, which is becoming increasingly irrelevant. Network
connectivity has become ubiquitous, there is no limit to the diversity
of devices that can sit behind IP addresses, and threats no longer
appear one at a time.

Practically speaking, advanced analytics is the only viable
solution for coping with the vast amount of data that is routinely
collected to monitor the movement of information across our
networks, data centers and cloud-based systems.

Three emerging trends will enable us to extract context from this
data in the future. Deep machine learning will play an increasingly
important role in detecting anomalous patterns of system access and
usage. Bots will crawl historical knowledge bases to match real-time
anomalies — known or suspected — to similar events in the past.
Finally, conventional predictive models that are based on snapshots
of past conditions will be supplanted by streaming analytics, which
is designed to ingest a far broader cross section of descriptive
parameters and continually cull the mix that is most relevant for
immediate detection and forecasting.

To further protect systems, identity authentication will not be a
one-step process in the future. Rather, multiple challenges will be
issued as end users attempt to access increasingly sensitive forms of
information. Conventional hard tokens, software tokens with limited
lifetimes and biometric tokens will play a key role.

We have to stop thinking about security vulnerabilities as static
and start thinking about them in contextual terms that can change
based on user identity, endpoint location, device, time of day or even
current events.
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Modernize
faster with Okta

Agencies need innovative solutions to
modernize infrastructures, increase security
and reduce cost while serving citizens better.

Identity Management is the hidden accelerator
for secure digital transformation.

Okta provides FedRAMP compliant cloud

identity solutions that help government
agencies do more faster.

www.okta.com/solutions/government



