


Security for everyone and everything.

Your goal is to bring a higher standard of security to your organization.
Users are accessing applications and data from a myriad of devices and
locations and the traditional perimeter is dissolving. Do you have the right
Identity Access Management (IAM) tools in place to confidently protect
against data breaches?

Stolen and recycled passwords continue to pose an important security
issue that drains your IT resources. Stolen credentials and credential
phishing are two of the top strategies hackers use in data breaches
according to the 2018 Verizon Data Breaches investigation Report. Poor
access control management leaves users, including the extended supply
chain, with access to everything. Not to mention, authentication strategies
haven’t evolved in 15+ years.

With identity, there’s a better approach. Centralizing identity allows you
to reduce password management risk by easily managing multiple, non-
repetitive passwords. Strengthen identity assurance even further with a
variety of multi-factor authentication methods so data is protected no
matter where or how it’'s accessed. Additionally, contextual access
management solutions can assign a level of risk to factors like location
and device allowing dynamic access decisions to happen automatically.

Who has access to what? Eliminate blind spots with proper lifecycle
management that also simplifies provisioning and deprovisioning.
With identity as the modern perimeter, authentication data is available
across security systems to provide complete visibility so you can take
action faster.

Allergan, Funding Circle, Pivotal, Flex, Gatwick, Heal, and Fieldpoint
Private are mitigating security risks and protecting thousands of employees,
customers, and partners. Identity is the key ingredient to their success.
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Allergan grows through Open Science.

23,000

Allergan colleagues
connected to Okta,
along with their
cloud and on-prem
applications

50,000

partners logging into
Allergan’s digital
ecosystem via Okta

4 million

doctors and patients
using Okta every day
to access Allergan
portals

Okta helps secure the “Open” part of the equation.

First and foremost,
[Okta] allows us to
immediately translate
an HR event into a
changing level of
access. If you change
roles, move on from the
company, or relocate,
the access is changed
accordingly.

—Mike Towers
CISO, Allergan

Read the full case study

Building trust in a fluctuating environment

Allergan pioneers a new pharmaceutical growth model,

Open Science, partnering with independent researchers

and positioning itself as “a magnet for game-changing ideas
and innovation.” Identity and access management played an
increasingly important role in maintaining a trusted brand and
keeping systems secure.

Getting a handle on sprawling user identities

As Allergan engages with outside organizations, their IT brought
in Okta SSO to establish a common authentication point,

then adding Lifecycle Management to automate onboarding

and offboarding.

Connecting the extended ecosystem

Allergan moves to expand its identity platform to include
partners, doctors, and patients; finally, a single pane of glass
to manage all their users. For added protection, the team
implements Adaptive Multi-Factor Authentication as well.

Healthcare for the modern world

After acquiring Oculeve, a company developing a hand-held
intranasal device designed to help patients with dry eye disease
stimulate natural tear production, Okta powers identity for the
TrueTear application. Now patients manage the device similar to
the way they manage their fitness tracking apps.

Securing the future

The combination of airtight data and application security with
collaborative freedom helps Allergan bring ground-breaking
pharmaceutical innovations to market—all while maintaining and
building on the trusted brand they have established with patients
and their doctors over the past few decades.


https://www.okta.com/customers/allergan/

Okta’s secure ecosystem helps Funding Circle
y
connect investors and businesses.

$3.5 billion
in loans made
possible through

Funding Circle |ﬂ termS Of the
security features we
— 80% were looking for, in
2 reduction in terms of the work
% %g Password resets for flow management
Okta-integrated )
applications and automation, Okta

[was] spot on.

100%
(0]

E of employees —Ayotunde Obasanya
@ protected with Head of Infrastructure,

Adaptive MFA Funding Circle

Read the full case study

An innovative company seeks identity federation

Funding Circle launched with a big idea—to revolutionize

the way small businesses access finance with a cloud-first
strategy. In order to fully embrace the cloud, the financial

service needed a reliable and scalable identity solution.

A strategy for the new age

Since Funding Circle’s first days as a startup, security and
innovation were extremely important in order to be the very
first to market. Their IT team was faced with ensuring a secure,
consistent user experience across numerous cloud-based
applications while meeting security compliance standards.

Identity management for a global lending platform

Funding Circle chose Okta to supply SSO, Universal Directory,
Adaptive MFA, and Lifecycle Management for 750 users
operating the financial service’s global lending platform.

Intelligent security

With Adaptive MFA, their IT team can create robust access
policies based on user data such as location, IP address or
device. Since AMFA applies across the board, Funding
Circle’s IT team gets the security it needs, while end users
get the simplicity.

The future: piece of mind and pure cloud

The business can go to bed at night feeling comfortable they
have the right expertise and the right backend support. In a
world where breaches are commonplace, peace of mind
cannot be overlooked.


https://www.okta.com/customers/funding-circle/

With provisioning delegated to the robots,
Pivotal IT can focus on the business.

900%+

P
®

Being able to not
impinge on people’s

fi?u(:t}j personal data while
improvements putting some good
security around the

ate 56 things we’re building

g T o apps connected
through Okta

for ourselves, that
we’re building for
and with other
people—it’s critical.

—Colin Deeb
Head of IT, US West, Pivotal

Read the full case study

Six companies merge

After EMC purchases Pivotal Labs in 2012, they partner with
VMware to combine six different companies and spin out
Pivotal Software, Inc. a year later. The new Pivotal focuses on
transforming the development platform space.

Going to the cloud headaches

With Okta’s single master for profile information, an extensible
network of provisioning integrations and lifecycle management
features, they realized they could completely automate
provisioning tasks while improving security.

A new philosophy

IT gradually takes a hands-off approach to new-hire onboarding
and offboarding. Okta’s improved efficiency and security makes
a big difference for the business with annual benefits of

$400K in security improvements, $1M in productivity, and
$300K in IT efficiency.

An HR connection

Six months after Okta implementation, HR requests Okta
integration with its suite of employee services and requires
multi-factor authentication, including Okta Verify with Push.
The company and its clients appreciate the additional layer
of security.

More value from IT

Rather than focusing on security, Pivotal IT now has time to
partner with the business, helping the company live up to its
innovative mission.


https://www.okta.com/customers/pivotal/

Flex builds an intelligent, connected world.
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Okta provides a secure foundation.

~200,000

employees
connected to cloud
and on-prem apps

1000s

of suppliers with
fluctuating access to
the supply chain

100+

factories connected
to the supply chain,
customers, and the
company

Okta plays a role in all
three of my initiatives:
Cyber security,
business productivity,
and best of breed.

It fits all three, so it’s

a perfect match.

—Gus Shahin
CIO, Flex

Read the full case study

At the epicenter of loT

With innovation labs and smart factories, Flex leads the
movement towards the Intelligence of Things by designing,
building and manufacturing smart, connected devices at a
global scale.

A new security landscape

To protect customer IP, keep supply chains running efficiently,
and provide employees global access, Flex IT leaders
recognize that they need a reliable identity platform for their
entire environment. After Okta passes Flex’s rigorous security
assessment, the choice is clear.

Streamlined security for suppliers

Okta helps Flex connect the 10 applications in its supplier
portal, automate supplier onboarding and offboarding, and
gain control and visibility into their supplier network around the
world. Improved access through self-service features means
increased productivity on their end.

Engineering a new world

Okta plays an ongoing role as Flex automates factories,
connects customers to every aspect of the product lifecycle
and builds a smarter, more secure world.


https://www.okta.com/customers/flex/
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Gatwick Airport takes flight with Okta.

Zero

downtime in four years

© million

additional passengers
served annually
since deployment

>¢1 million

saved annually in IT
costs, productivity
benefits, and
increased security

Gatwick Airport never
shuts down and we
expect the same from
our partners. Okta’s
enterprise-grade
service was the only
solution that could
meet our technical,
operational, and

security requirements.

—CIO, Gatwick Airport

Read the full case study

Cloud vision

In 2012, Gatwick Airport lays plans to transition segments of
its IT infrastructure to the cloud and connect 25,000 workers
to the information they need to do their jobs.

Identity management cornerstone

Okta passes Gatwick’s exhaustive security evaluation, and

is hired to help the IT team connect its expanding set of
applications, services, accounts, and credentials. Within two
weeks, Gatwick IT rolls out an integration with Microsoft Active
Directory and launches their first app.

Secure access, everywhere

Gatwick rolls out SSO, provisioning, password reset, and
pre-built SAML connections to four apps, including Box,
Yammer, and ServiceNow. With this foundation, Okta connects
2,000 personal devices on the airfield and in the terminals,
freeing IT to concentrate on customer experience, integration,
and IT services.

Security beyond a doubt

Gatwick implements Okta’s Adaptive MFA service, adding
another layer of protection for airport data and the 55+ apps
that workers use every day.

Transformation

Gatwick Airport reports phenomenal growth every year—up
six million passengers in the span of three years and 20
million more than the next busiest single-runway airport in
the world.


https://www.okta.com/customers/gatwick-airport/

As Heal revolutionizes healthcare,
Okta takes care of identity management.

One

identity management
solution for customers,
partners, and devices

Do)

Because we are able to
seamlessly connect our
Two patients and providers,
¥Z§§f§t‘§’ri§2’;§.‘;“°“ doctors don’t have to
to Okta fumble through 50,000
things to figure out what
40,000 your chart looks like.
@ house calls in the first It's sitting on their iPad,
three years . . .
securely inside a provider
tool. All they are doing
when they are in your
home is providing care.

1

—CTO, Heal

Read the full case study

A better way to see a doctor

Heal is founded on the premise that healthcare should be
more patient-friendly. The company develops the On Call
application to facilitate its on-demand service, sending
doctors to people’s homes within two hours.

A mobile HIPAA-compliant customer app

To comply with HIPAA in its mobile, 100% cloud environment,
identity management is critical. Rather than build authorization
for On Call themselves, the company uses Stormpath APIs.
When Stormpath and Okta unite, transition to Okta is seamless.

Unified identity across the network

With a single identity partner for partners, customers, and
devices, connecting patients and providers through mobile
devices becomes efficient and secure. The result: radically
improved healthcare for thousands of patients in a growing
number of markets.

Partner for mobile future

Heal expands its reach through enterprise partners with
Okta leading the way. As new platforms, authentication and
authorization methods develop, Heal can focus on growing
its business.


https://www.okta.com/customers/heal/

Okta helps Fieldpoint Private raise the financial services
bar by streamlining workflows and securing client
holdings against even worst-case disaster scenarios.

4 $3 billion
Q E assets to keep secure
Okta has been
= fantastic. It's an SSO
our

beople on Fieldpoint's and MFA platform for

IT staff both client platform
and our corporate
intranet, which are
one and the same.

. $25,000
| savings in annual

development costs

—Joe Larizza

Chief Administrative Officer,
Fieldpoint Private

Read the full case study

Exclusive financial services for an exclusive clientele

Fieldpoint Private, a wealth advisory and private banking firm
serving high-net-worth families and individuals, wanted to
collect all of an individual or family’s holdings within a single
dashboard tool. In addition to a client-centric attitude, they
needed to protect their clients’ financial data.

Identity management for the ultra-high-net-worth

Fieldpoint Private selects Okta to power and secure their
client and employee platform. They needed an industry leader
to handle their list of non-negotiable requirements including
adhering to strict compliance standards and enabling their
internal IT staff with full access to the platform.

The ultimate financial services tool

Okta helps Fieldpoint Private connect cutting-edge financial
services applications to its website so that clients and
employees alike can manage their holdings or do their work.
The website uses Okta APIs to build out the firm’s entire
MFA platform.

The goal: word-class services, 100% cloud

Fieldpoint Private, now with Okta’s comprehensive APls
and SDKs, can innovate and improve the platform without
recruiting more development resources. The level of
reporting Okta provides would have required multiple
full-time resources to replicate in-house.


https://www.okta.com/customers/fieldpoint-private/




