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Executive Summary

In the quest to provide seamless and frictionless access to applications, consumers are frequently left 

vulnerable to identity security risks that result in account takeover. Large scale credential breaches, 

insecure auth, phishing, and password spraying attacks that are automated or targeted have contributed 

to the growth of account takeover. Combined with a lack of investment, organizational ownership, and 

experience, identity attacks are a pain point that continue to not receive the attention they deserve. To fully 

understand the scope of the problem, Okta, in partnership with Pulse Q&A, commissioned a survey.

5 Surprising Takeaways:

Ownership 

Create clear ownership of  

who owns account security 

Current Solutions 

Passwords and SMS lead. 

Artificial intelligence and 

machine learning lag

Costs 

Don’t just measure tangible 

direct costs while overlooking 

indirect costs 

1 2 3

Measurement 

Ensure there is clear data  

about the impact of  

account takeover 

Future 

Customers are missing a 

roadmap to implement secure 

authentication solutions

4 5

Methodology 

During March and April 2019, Okta, in partnership with Pulse Q&A, researched 500 Security, IT, Fraud 

and Risk, Product, and Engineering leaders to gauge the state of identity attacks and account takeover 

incidents, and the strategy, solutions, and tactics used to fight these attacks. The leaders surveyed were 

based in the United States and spanned industries, including banking, technology, retail, digital consumer 

services, and healthcare. Our findings were cross-validated from data gathered during Okta’s customer 

engagements with senior leaders. 
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500 Industry 

Captains

North 

America

All 

Industries+ +

1. Problem: Spam is king, but identity-driven attacks are inching up 
towards the top spot 

While spam continues to be the top user security issue impacting organizations, identity attacks in 

total (account takeover + account registration) are a real sore spot for organizations. 

Over the past 12 months, identity attacks (22% account takeover and 11% account registration fraud) 

contributed to a third of all security issues faced by organizations. 

Spam

11%

22.2%
Account 
takeover

Account 
registration fraud

Other

Credit card 
fraud

of the survey respondents 
reported an increase in ATO 

over the past 12 months

45%

48.4%

8.6%

9.3%

Insight: Successful leaders can break down a lot of downstream problems in their service and 

associate them with poor account security. For account registration fraud, securing the identity 

creation process with id-proofing can be a critical first step. Relief from downstream problems 

like spam or credit card fraud can be tackled upstream at the time of authentication by adding 

account security measures such as a strong authentication policy and MFA.
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2. Ownership: Improving user security requires strategic direction  
and leadership 

Understanding the growth of account takeover and identity attacks starts by understanding 

ownership, investment, and priorities. When leaders were asked what their most significant 

challenges to improving account security were, their answers were quite scattered: customer 

behavior led the pack, followed by prioritizing user experience over security. 

Insight: Most organizations will need to make a call on who really owns account security.  

Our observation reveals that ownership can be split into two functions with either one of them 

being the overall owner. 

•  Product owner: Their mission is to deliver the right set of features that offer account 

security without adding user friction. 

•  Operations: Their mission is to track day-to-day security and product/support metrics. 

Report that consumer 
account security is an 

IT problem

67.7%

29.4%

32%

39.8%

41.2%

49.2%

Poor user security practice

Focus on user experience 
over security

Shortage of trained 
personnel 

Increased credential 
data breaches

Lack of investment 
and funding

Lack of organizational 
ownership

54.2%

3. Costs and impact: Direct and indirect costs of managing account 
takeover add up 

When planning for costs, most organizations reported that each incident cost them more than  

$200 direct per incident. The direct costs alone are significantly more than having the right  

solution in place.
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Leaders reported that estimating indirect costs was harder and frequently a blind spot. Most often, they 

failed to account for support costs and hidden remediation costs. While conducting research, 19% of 

respondents did not have clear metrics to measure the impact of account takeover.

Security incident and 
incident review rate

Total lifetime value

User engagement

User growth 
and retention

I don’t know

International expansion

23.4%

25.2%

25.6%

8.4%

19%

55.8%

Respondents said that they 
spent between 1-5 support 

hours to deal with each 
account takeover incident

50.8%

Respondents estimated that 
they spent more than $200 
in direct costs to deal with 

each incident

31.4%

Insight: Going beyond time and cost, organizations need to think about building metrics that 

measure the overall impact of poor account security. Leaders can’t just be focused on the direct 

costs associated with security but also need to consider the broader impact on the brand, user 

engagement, retention, growth, etc.



Stopping Account Takeover 

7

4. Solutions in place: Passwords are everywhere. Artificial Intelligence 
adoption is still low 

Not surprisingly, most respondents have multiple solutions in place to mitigate account takeover 

attacks, with strong passwords and MFA leading the pack. Despite the recent surge in popularity  

of artificial intelligence and machine learning, they both lag in terms of adoption to secure  

customer accounts. 

Strong password policy

2FA or MFS

User notifications

IP blacklisting

Security questions

Behavioral biometrics

3%

9.4%

9.4%

42.2%

42.6%

43.2%

79.6%

Device fingerprinting

AI/ML risk scoring

None

16.6%

57.8%

Insight: Leaders need to be cognizant about the cost and effectiveness of all of these independent 

silos. Having a single customer identity platform that can offer all of these capabilities without 

additional cost and complexity will be critical in delivering security for user accounts. 

5. Respondents trust biometric authentication but have no clear roadmap 
or strategy 

Customers love biometric authentication but have no clear roadmap or strategy to implement 

technologies (like, for example, WebAuthn, which leverages biometric authentication in the 

authentication flow to mitigate account takeover risks). 
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Respondents who o�er 
biometric authentication of 
some form in their product

26.4%

Respondents believe that 
biometric auth is the most 
secure way authenticate

46.4%

On the short-term 
product roadmap

10.2%

On the medium/long-term 
product roadmap

Lack knowledge 
about WebAuthN

No clear plans to 
support WebAuthN 46%

12.2%

31.6%

Insight: Offering biometric authentication can be a very practical solution to tackle identity-driven 

attacks that result in account takeover. Leaders need to balance the security requirements with 

the cost/timeline of adopting hardware to support biometric authentication. With the growing 

deployment of devices that support biometric authentication such as Face ID and Touch ID, and 

technologies such as WebAuthn becoming official standards, we expect biometric authentication 

to become the norm. 

About Okta

Okta is the leading independent provider of identity for the enterprise. The Okta Identity Cloud enables organizations 
to securely connect the right people to the right technologies at the right time. With over 6,000 pre-built integrations 
to applications and infrastructure providers, Okta customers can easily and securely use the best technologies for their 
business. Over 6,100 organizations, including 20th Century Fox, JetBlue, Nordstrom, Slack, Teach for America and Twilio, 
trust Okta to help protect the identities of their workforces and customers. Learn more at www.okta.com.

About Pulse Q&A

Pulse Q&A is a trusted community of thousands of IT executives. Members use the community to share knowledge,  
ask questions on IT trends, and engage in peer-based research for rapid access to insights to drive business decisions.  
Visit https://home. pulse.qa/ to learn more.

Appendix—Terminology: 

Account Security: Frequently also known as product security, refers to all of the security measures built to 

secure a user’s account. 

Account Takeover: Unauthorized access by an attacker/hacker to a good-standing user account. 

http://www.okta.com
https://home. pulse.qa/

