
Rethink Active Directory Maturity Model 
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STAGE 1 

Status Quo 

• All users stored in Active
Directory (AD)

♦ AD controls all machines
and access via GPOs

♦ Sa3S uses separate logins
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STAGE 2 

Extending AD with 

SSO and MFA 

• ldaaS integrates with AD
enabling SSO to Saas and
on-premises apps

• ldaaS centralizes security
policies

• MFA secures apps and
resources
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STAGE 3 

Establishing an 

ldaaS Identity Hub 

• ldaaS sources employees
from HR System directly
and provisions to AD

• Non-employees managed
in ldaaS natively

... 

Device management
solution controls end user
devices
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STAGE 4 

Secure Modern 

Infrastructure 

ldaaS controls access to all 
applications and resources 
with adaptive policies and 
passwordless auth 

Device management and 
ldaas solutions share 
device and user context 

ldaaS secures access to 
servers and network 
resources like VPN, WiFi 

Files servers replaced by 
Saas file sync and share 
solution 

Cloud print services 
replace print servers 

Security 


