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Transformation of IT Delivery

Cloud

Mobile

Traditional perimeter is disappearing – fast

Legacy Apps

Data Center

People
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Transformation of IT Delivery

Identity is the new perimeter

People
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*Verizon 2017 Data Breach Investigations Report
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Cloud Risk: Identity Attacks

of data breaches involve 
stolen/weak credentials

of phishing attacks 
target credentials

of passwords 
are duplicates

In the cloud, bad guys don’t hack in – they log in
Source: 2017 Verizon Data Breach 
Investigations Report

Source: 2016 Verizon Data Breach 
Investigations Report

Source: TeleSign 2016 Consumer 
Account Security Report

81% 91% 73%
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In the cloud, 
bad guys don’t hack in 

– they log in
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Usability Security

Deployability
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Security Versus Usability

Usability The Sweet 
Spot

Security
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Higher Assurance

Organizations Must Balance Security with Usability

Passwords
Security 
Question

Okta Verify 
Push

****
**

Physical 
OTP TokensSMS, Voice, 

and Email
Software 

OTP 

Biometrics-based
(e.g. Windows Hello, 

Apple Touch ID)

U2F 
WebAuthn
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Enhanced device context

10

Device fingerprint

OS version
CPU architecture
Screen resolution

Time zone
Language settings

Color depth
and more…

Device attributesDevice
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Enhanced location context

11

Login: California, 2pm PST

Login: New York, 4pm PST
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Okta ThreatInsight

12

Okta 
Integration 
Network

4,700+ Customers

5,500+ Partners

BLOCKED

Factor Challenge

No Threat
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Okta Contextual Access Management

Network Context

New IP

Specified IP Zones

Network anonymizers

Device Context

New device

Managed device

Location Context

New city/state/country

New geo-location

Impossible travel

App Context

User Group Context

Contextual Response

Prompt for 2nd factor

Allow/deny access

Custom factor sequencing

Risk Context: Okta Threat Insight, Risk Scoring
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Passwordless 
experience

Okta Contextual Access Management

Network Context

New IP

Specified IP Zones

Network anonymizers

Device Context

New device

Managed device

App Context

User Group Context

Contextual Response

Prompt for 2nd factor

Allow/deny access

Custom factor sequencing

Risk Context: Okta Threat Insight, Risk Scoring

Location Context

New city/state/country

New geo-location

Impossible travel
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Response: Use Authentication Factors of Choice

15

Select your criteria

• Select your method 
of authentication(s)

• Choose factors other 
than password

• Flexibility to prompt for 
stronger authentication 
factors for high risk use 
cases
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Secure Passwordless Experience 

16

Sign In

john.smith@acme.com
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Secure Passwordless Experience

17

Sign In

john.smith@acme.com

Okta Verify 
Push
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Secure Passwordless Experience

18

Sign In

john.smith@acme.com
Access Granted
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Secure Passwordless Experience

19

Admin console
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Modern Passwordless Authentication

20

OnlineLocal

Authenticator ServiceUser

Okta Verify Push, U2F Authenticators
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Modern Passwordless Authentication

Relying Party AuthenticatorApplication
Mobile

Browser

Android

FIDO 
Authentication

On-Device

CTAP

External 
Authenticator
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Modern Passwordless Authentication

22
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Passwordless 
experience

Okta Contextual Access Management

Network Context

New IP

Specified IP Zones

Network anonymizers

Device Context

New device

Managed device

App Context

User Group Context

Contextual Response

Prompt for 2nd factor

Allow/deny access

Custom factor sequencing

Risk Context: Okta Threat Insight, Risk Scoring

Location Context

New city/state/country

New geo-location

Impossible travel
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Network Perimeter

The “Old Way” of Viewing the Corporate Network

TRUSTED
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Network Perimeter

The “Old Way” of Viewing the Corporate Network

TRUSTED UNTRUSTED
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With Traditional Network Moat Disappearing,
People Are The New Perimeter 

Employees Contractors Partners Suppliers Customers

Infrastructure Applications Platforms DevicesAPIs

Next-generation Access
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When People Are the Perimeter, 
Identity Becomes the Platform 

for Zero Trust
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Making Identity The Foundation for Zero Trust

The Zero Trust eXtended (ZTX) Ecosystem, Dr. Chase Cunningham, Forrester Research, January 2018

Data

Workloads

Devices

People Networks
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Making Identity The Foundation for Zero Trust

Data

Workloads

Devices

People Networks
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Data

People

Workloads DevicesNetworks

Making Identity The Foundation for Zero Trust

Data

Networks

People

Workloads Devices
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Workloads

Data

Networks

People

Devices

Making Identity The Foundation for Zero Trust

Data

People

Networks WorkloadsDevices
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Making Identity The Foundation for Zero Trust

• Single-Sign on
• Adaptive Multi-Factor Authentication
• Lifecycle Management
• API Access Management

People / Identity solutions
Data

People

Networks WorkloadsDevices
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Identity Enables Other Components of the ZTX

• Use known network zones inform policy

• Enrich network context (proxy anonymizers, Tor)

• Authenticate with IAM solution and seamlessly 
access on-prem applications

• Leverage existing perimeter and networking 
infrastructure with identity-driven MFA

Data

People

Networks WorkloadsDevices
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Identity Enables Other Components of the ZTX

• Creates fingerprint of device to determine if 
new device

• Assess device state for access decisions: disk 
encryption, OS version, & firewall enabled

• Set authentication and access policies in IAM 
solution based on device state

• Ensure only compliant devices are able to 
access apps

Data

People

Networks WorkloadsDevices
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Identity Enables Other Components of the ZTX

• Secure access to server workloads via 
SSH/RDP protocols

• Continuous authentication to server workloads 
using ephemeral credentials

• API Access Management allows admins to 
centrally manage scopes of OAuth tokens

Data

People

Networks WorkloadsDevices
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Modern Identity As Zero Trust Foundation

Make decisions based on 
user & device context

IDENTITY
drives security

Assume the network is 
untrusted

IDENTITY
is the perimeter

IDENTITY
defines the experience

Strong authentication to 
services in real-time



Thank You!


