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Okta for Government

The Identity Standard for IT Modernization. Deliver Better,
More Secure Workforce and Citizen Experiences.

While government agencies recognize the need to adopt new technologies to better support and secure
their workforces and constituents, they’re faced with unique challenges such as decades’ worth of legacy
technologies, processes not built for the digital age, and a prohibitive legislative budgeting cycle.

Meanwhile, as security vulnerabilities proliferate, citizens, employees, and contractors face access and
usability challenges when trying to navigate the multiple systems required to get to public services and
entitlements, or to simply do their jobs. Okta, the leader in enterprise identity and access management, is
uniquely poised to relieve much of this burden for government agencies at all levels.

Solutions for Citizen and Workforce Identities

Use Okta’s out-of-the-box functionality to provide seamless access for your extended workforce of
employees, partners and contractors, or leverage Okta’s user management, authentication and
authorization APIs in your own citizen-facing applications.

_ Universal Directory 0 @ Lifecycle Management

! Deploy a flexible, cloud-based user store to o Automate user onboarding and
customize, organize, and manage any set of offboarding with seamless communication
user attributes. Universal Directory also allows between directories, HR systems, and
you to securely master in Okta or from any cloud applications.

number of sources, including AD or HR system.

Multi-Factor Authentication

o)
(M _, Single Sign-On ﬁ Secure user access to apps, systems and
n - Free your people from password chains. A devices with a robust policy framework, a
single set of credentials gives them access to comprehensive set of modern
enterprise apps in the cloud, on-prem, and on second-verification factors, and adaptive,

mobile devices. risk-based authentication.

HIPAA

FedRAMP
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Okta helps state, local, and federal government
agencies all over the world do more

Streamlining Access:
Centers for Medicare and Medicaid

Identity was one of the biggest
hurdles we had to cross, but we also

wanted to provide a good experience
to QPP users. Okta helped us achieve
both those goals.

L

David Koh
Engineer, USDS

Protect and Enable Your
Workforce

Decades-old legacy technology with heavy
maintenance costs and increasing
cybersecurity risk have left government in
need of a change. Learn how Okta can help
modernize your agency’s IT.

Implement a Zero Trust Approach to
Security

The adoption of mobile and cloud means that
we can no longer have a network
perimeter-centric view of security. Explore
how Okta can help securely enable access for
all your agency’s users regardless of their
location, device or network.
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15%
of Medicare claims now submitted
via the Okta-enabled API

58.4M

Americans on Medicare
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Build Secure, Seamless Citizen
Experiences

Whether you’re building a new
citizen-facing portal or unifying a
constellation of existing services, Okta
makes web and mobile access secure,
compliant, and frictionless.

Compliance and Security Features
that Meet Government Needs

Secure, audited infrastructure and
processes: we take a comprehensive
approach to security, and have achieved a
number of certifications including
FedRAMP ATO, FIPS 140-2, HIPAA, and
more. Okta also supports PIV/CAC for
authentication.

Learn more at www.okta.com/solutions/




