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Delivering End-to-End
Identity Management Together

Less than a decade ago, most organizations used no more than a handful of business
applications. Today, the feverish adoption of cloud applications, and the sharing of
resources with external users such as partners, contractors and customers, drives
the need for a scalable solution to better automate, control and secure access.
Enterprises, which employ a mix of on-premises, cloud and hybrid applications, need
flexibility and control to support these heterogeneous environments. On top of these
challenges, those in highly regulated industries need certification of user access to
facilitate compliance requirements.

The combined solutions from SailPoint and Okta combat these challenges by
providing enterprises with automated access and governance controls that work
across today’s highly diverse IT environment. Now, organizations can leverage Okta’s
access management to provide secure, single-sign-on and adaptive multi-factor
authentication, coupled with SailPoint's identity governance to allow users to
seamlessly authenticate while governing access across any platform or application
on-premises or in the cloud.

Together, Okta and SailPoint provide the access, security and governance automation
and controls to confidently define, implement and enforce the end-to-end identity
management necessary for today’'s mobile, diverse, modern workforce.

Benefits of the Combined Solutions

Automate and Unify Access, Increasing Productivity Across Your Workforce
Automate access and governance controls to more easily manage the demands of
today’s dynamic and mobile workforce throughout the users’ lifecycles. Organizations
can empower employees with continuous centralized access to any application or
any data, and from any device, including cloud, hybrid and on-premises reducing the
demand on IT staff and resources.

Improve Security and Reduce Risk with the Power of End-to-End Identity
SailPoint and Okta enable next level identity governance and secure access to
address today’s ever-changing threat landscape. This unification offers enterprise
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organizations comprehensive visibility and control, enabling enforcement of
real-time access with single sign-on and adaptive multi-factor authentication,
providing employees simple, secure access. This reduces the risk of data breaches
exploiting identities by ensuring secure authentication and authorization to all
corporate resources.

Enforce and Demonstrate Compliance Across Business, IT and Audit Teams
Organizations can grant and maintain secure access and application provisioning
according to established business policies. This allows the ability to maintain an
access audit trail of every identity in your organization, demonstrating compliance
with confidence and ease.

Key Features

e Effectively manage user identities’ authentication, application assignments, while
ensuring all governance and compliance requirements are met.

e Authenticate user access with single sign-on and multi-factor authentication.

* Ensure that for sensitive applications, only the right user has access,
authorization policies are enforced, and the process is documented, timestamped
and compliant.

e Automate provisioning throughout the user lifecycle by simplifying processes for
creating, modifying and revoking access.

* Automate provisioning of applications adherent to corporate policies.

e Trigger provisioning workflows from authoritative sources, such as Active Directory
or HR systems, to ensure consistency and increase efficiency.

Together, SailPoint and Okta provide a best-in-class identity governance and access
management solution that enables enterprises’ digital transformation journey,
providing the convenience of unified access and single sign-on with the needed
control of identity governance. This combination provides enterprises with the
automated access and governance controls needed to mitigate the risk of a security
breach and enforce compliance policies, while managing the demands of today’s
modern workforce.

SAILPOINT: SailPoint, the leader in enterprise identity management, brings the Power of
THE POWER Identity to customers around the world. SailPoint's open identity platform gives
OF IDENTITY™ organizations the power to enter new markets, scale their workforces, embrace

new technologies, innovate faster and compete on a global basis. As both an
sailpoint.com industry pioneer and market leader in identity governance, SailPoint delivers

security, operational efficiency and compliance to enterprises with complex IT
environments. SailPoint's customers are among the world’s largest companies in a
wide range of industries, including: 6 of the top 15 banks, 4 of the top 6 healthcare
insurance and managed care providers, 8 of the top 15 property and casualty
insurance providers, 5 of the top 15 pharmaceutical companies, and six of the
largest 15 federal agencies.
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