
IT Modernization 
Motivators, Challenges 
and Identity’s Role
 
 
IDG research identifies modernizing IT 
amongst CIO’s top three priorities 
 
IDG recently surveyed IT decision-makers to understand their priorities for 

the next 12 months. It’s not surprising that the top three priorities included 

modernize IT, protect against security breaches, and move to cloud- and 

mobile-first strategy.

Modernize IT

Sixty percent of respondents indicated their 

highest priority is modernizing IT. Modernizing 

IT is about changing the way IT delivers 

services to the company and its customers. 

The goal is to enhance business agility and 

keep up with evolving business requirements. 

But IT modernization is a broad initiative 

and can mean different things to different IT 

leaders, and the reasons behind it can vary 

from business to business.

Protect Against Security Breaches/ 

Move to Cloud- and Mobile-First Strategy

Rounding out the survey respondents’ top three IT initiatives were protecting 

against security breaches (50%) and moving to a cloud- and mobile-first  

strategy (42%). 

Indeed, the need for greater security is tightly intertwined with the desire to 

adopt cloud and mobile technologies. With cloud and mobile technologies, 

organizations can no longer take the traditional perimeter-centric approach to 

security because such solutions were never designed with the cloud in mind. 

When organizations cannot adequately secure cloud applications, their ability to 

adopt these solutions is hindered.
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What is driving this shift to IT modernization?

The IDG survey found the top three drivers for IT modernization were digital 

transformation, always-on network access, and changing security needs.

Digital Transformation

Organizations are undergoing digital transformation due to the increasing need 

to be a technology company. As today’s workforce and consumers increasingly 

live in an online, mobile-first world, they expect the option to work through 

those channels. So, companies are adopting new IT tools to enable digital 

transformation and meet users where they are.  

Always-on Network Access

Always-on network access meets the demands of users anywhere, at any 

time, on any device. Organizations want to offer an intuitive way to seamlessly 

access all their applications, whether they be on-premises or in the cloud. By 

providing Single Sign-On (SSO), companies can enable users to access all their 

applications from a central location with a single username and password to 

simplify use of passwords and enhance overall security.

Changing Security Needs

Changing security needs is a direct result of 

changing attack scenarios. The proliferation 

of devices and the remote nature of 

today’s workforce is increasing the attack 

surface. While passwords are the popular 

approach to accessing apps and data, 81% of 

security breaches result from compromised 

credentials, according to the 2017 Verizon 

Data Breach Investigations Report (DBIR). 

Organizations need a clear understanding of which users have access to 

sensitive data, what systems and data those identities should have access 

to, and whether they pose a significant risk to the organization. This requires 

the need to shift the focus of their security operations to obtaining a single, 

consolidated view and centrally managing all user profiles across any app  

or directory.
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Top initiatives in the journey to modernize IT

Survey respondents are actively taking steps to turn their IT modernization 

goals into reality. Survey respondents indicated their top IT modernization 

initiatives are adding more security features, increasing automation, adopting 

new cloud applications, and enabling a digital workspace.

Adding More Security Features

Most CIOs (74%) are modernizing IT by adding more security features. With the 

declining effectiveness of a network perimeter security strategy, CIOs recognize 

that identity represents a critical control point in modern work environments. 

Indeed, with a diverse and mobile workforce, use of personal devices and 

data residing outside of an organization’s premises, identity has become the 

new perimeter. CIOs are adopting a new, identity-led strategy focused on 

centralizing identity, ensuring strong authentication everywhere, reducing the 

attack surface, and securing access to APIs all while enabling visibility and 

response by integrating into their security ecosystem.

Increasing Automation

Sixty-four percent of respondents said they are modernizing IT by increasing 

automation. Automation efforts meant to reduce errors and increase user 

productivity include implementing sophisticated control over user identities 

across the user lifecycle with rules, policies, workflows and APIs for 

customization.  

Adopting New Cloud Application

The adoption of cloud applications rated number three amongst survey 

respondents (62%). Organizations are adopting cloud apps to increase their IT 

agility, decrease costs, and more seamlessly facilitate rapidly growing employee 

headcounts. Other drivers include the popularity of best-of-breed cloud apps 

by employees, the increase in business models to support remote work, and the 

extended enterprise of contractors, partners and other collaborators who need 

access to systems, apps and data.

Enabling a Digital Workspace

Organizations frequently are saddled with complex legacy infrastructures that 

they are unable to replace. As a result, 60% of respondents are adopting digital 

workspaces to enable users to access company resources using any technology 

on any device from any location at any time in a secure manner.

Based on research 
conducted by:



Fear of disruption holds IT organizations back

Despite the fact that legacy systems and processes consume nearly 75% of an 

IT budget just to maintain the infrastructure (according to a report by ACT-IAC), 

many CIOs are cautious in their IT modernization efforts due to the pain  

of change. The IDG survey found that for many, 

this pain manifests as the fear of disrupting 

critical IT assets (46%) and the desire to 

minimize impact on end users (46%).

It’s no mystery why 58% of survey respondents 

are using a gradual approach to modernize IT, 

upgrading legacy systems one piece at a time 

to enhance system performance.

How Okta can help?

Okta understands the challenges of taking on an IT modernization strategy.

As organizations gradually migrate to new cloud and mobile technologies, Okta 

reduces security risks from identity sprawl while unifying and simplifying access 

for end users. Okta also ensures strong authentication through multi-factor 

authentication across cloud and on-prem resources, while reducing orphan 

accounts by automating provisioning and deprovisioning at scale.

To make it fast and easy to adopt new cloud, on-prem and mobile applications, 

Okta comes with pre-built integrations to more than 5,500 applications. At the 

same time, Okta allows organizations to continue to connect with existing legacy 

infrastructure to extend existing investments. Okta’s vendor-neutral approach 

also allows organizations to adopt a vendor-neutral best-of-breed strategy.

For more information, leverage these additional resources:

• IDG Survey Results Infographic 

• 20-minute webcast: Identity Management Key to IT Modernization 

• Visit our website
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https://www.actiac.org/system/files/Legacy System Modernization Report v1.1 01112017_0.pdf
https://www.actiac.org/system/files/Legacy System Modernization Report v1.1 01112017_0.pdf
https://www.okta.com/resources/modernizing-enterprise-it-idg/thankyou/
https://www.okta.com/resources/webinar-identity-management-the-key-to-it-modernization/
https://www.okta.com/solutions/modernize-enterprise-it/

